RY/2

Rl CLS Safety Systems

Light de rayonnement
Source synchrotron

Robby Tanner, Elder Matias & Hao Zhang

f— 5 S— .I'- ._q- |

www.lightsource.ca e .. 2008 PCaPAC




Canadian Light Source

dControls & Instrumentation Dept (CID)

dSafety System Development.

1150+ Employees

Saskatoon, SK, Canada, Earth

www.lightsource.ca £ 3 2008 PCaPAC



L

e Location Ve '

Light de rayonnement
Source synchrotron

wkchi Beaufort o JS -'“ Jl' ; ‘“-h- 1, Baffin
Sm Sea o &N :"'" 2 Lo Siaa E

[ -4 | B Y R

.. e - - 1. _F'-_"”-T-.F : fﬁ ——--],-?;7—- -” i - o ! Htédason
’ P @ T - 1 2
4 - Tl ! !
" el s e : i .
Fow. R Al R o e : g

= >
L=
1qw-.
—
—
D
o

1 i . 3 U ERWATL = —
.'..: - . L e g |- _'-. g s ] ,J'\“
Y o Alberta Oy I ) i A" -
. g L W Manitoba W \
I - - e, s ¥ ; - _L:h_ "
I i 4 ‘q .lx.-"l N M
I l ; ] '} E ' o | f H_"_\_"_,_‘H
' \ g . pt
i = b Ka e 8 A .TJ L »—J. = e et .
Edmonton i ¥ s AL :{:' ;” vy i Fg’;.-i ;--;_‘,.'f(--
Camross I arth <AL | e = . i
* {0 Battieford | P ! 5 &
| H ay | b I
e : Saskoon ! . |
5 e ! : .
_I'__ ------ I ‘ I i : D t :
) . Calgary PN w arkto |:. o i i g ntario
-.K.E ""I!.IZIIZI.I:IE : e J : ! o _.I \ .- : [ " |
0y : 4 :: "L-_\L Wedicing u::'; i iEEl 5 i ! , : ; |
P kelowna ok i g oy : : Moosa Jaw i | Brandan Winnipeg . 52 .
i ; } _=.hl: 3 : S | e R [ b
A : Weybum : | :
atsford il s, ! ) : % ¥
RN : j - Trunder
1200 km I P HavTa D iy T : Tam
ﬂiﬂﬂ i n ! | ':L-":"'ET'” 5 i Williston Minat f
ITil ! 4 'l'.ﬁ. e . - %
- S RETIn raCiniG : gy
Ty !
Ocean CA'M‘H ot r
b ol T o
SR AZWINM . e L T T
S i - ¥
1 ﬁ%ﬁﬁﬁﬁ?mgmﬁ Imagers @Qﬁbﬁgﬁrrahﬂe’mcs N&S8, Map data E2005 Tele Atlas - Ter

www.lightsource.ca - - . &+ 2008 PCaPAC




=
L ; L
i
e Experimental Hall &Beamline
Light de rayonnement ™)

Source synchrotron

)

www.lightsource.ca 2 3 2008 PCaPAC



=
&

Overviews

dAccess Control and Interlock System (ACIS)

Organization: Regulatory and Internal

dDevelopment Process and Testing

Industrial Software and Equipment (spec. BMIT)
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Light de rayonnement
Source synchrotron

Regulated by the Canadian Nuclear Safety Commission
(CNSC)

Licensed as a Class 1B Facility

ACLS Health, Safety and Environment Department is
Independent

dControls and Instrumentation Dept. (CID) Produces
Systems for HSE.

Validation and Verification Testing Performed by HSE.
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Development i Testing
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Hazard Analysis ! Validation
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Requirements : Integration

Specification Ly Testing
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Design ! Unit
L—p Testing
:
|
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|
__________ X ______|______7/________.
Development/
Installation
Implementation
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Breast Tumours

Conventional
Digital Imaging

Synchrotron Digital Imaging
gives more detail regarding
the shape of the tumour -
this information
may lead to better, earlier
diagnostics

Christopher Parham, UNC, 2003
Slide courtesy Dean Chapman, UofS
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Specification

Hazard Analysis: Radiation Exposure is Primary Hazard

URequirements:
Use both quantitative and qualitative definitions
dSecure an enclosure,
dSearch an enclosure.

JAn example of a formal definition:

Enclosure Secure B Permitted
eam Permitte
AND — (Shutters Enabled)
Enclosure Searched
Radiation Source(s)
Shutters Closed Permitted

Shutters Enabled = Enclosure Secure AND Enclosure Searched
Radiation Source(s) Permitted = Beam Permitted OR Shutters Closed

www.lightsource.ca £ 3 2008 PCaPAC
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Specification

Initialization Beam
(Reset) Ready

| I

[Reset = False]/ [All Clear Timer = Expired]/

! |

Enclosure %)Eoézgiglfse;i ( All-Clear
Open =False] L Interval
[EOS=True AND
All Perimeter Doors = Closed AND LUSI1 = [Exit Door = Closed]/
Pressed]/ All Clear Timer = Start
Area Timer = Start
Locking
Up

[LUS2 to LUSn = Pressed]/

State Diagram of the Search/Secure Procedure
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WBT, BST, etc
I I I
©:0—0 o0—90 O—O— H/W chain monitors critical states
Gates/Doors

| |SsHCLOSED >
Emergency Off
Station(s)

[

RF Permit

o o
Gates/Doors T | | | |
1 | |

O O

WBT, BST, etc
BT PLC

O O

SSH CLOSED
1 )
6 o—— \__/
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Shielding
1.7

Emergency Off
Station(s)
|

L

_OO—

Shielding
_

_oo—

Lockup Stations
1

_OO_

SSH Controls
1

—O0 O—

PLC

PLC System w/ HW.Backup

Simple relay chain to monitor critical
functions.

SSH Open
T Command

Q)
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Hardware_

JOffice and Controls network

Engineering Station

JPlantbus “
sl
dRemote I/O (ProfiSAFE) Sl
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Software «

e Siemens PCS7v7.0SP 1

 Failsafe Libraries

« PLCSIM
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i#: W Lon I U onfiguratio : E
D=8 8 &
General ] Addreszes  Parameters ] Redundanicy ] nid: ] ﬂﬂ & =1
q Ps 407104 Paraneters Walue ~ kil 1|:.|:5? VT ﬂ:
=] 5 Parameters = E
3 CPU 414-4 [Z] Cperating mode Safety mode compliant with SILZ | Ak4 T{? FROFIELS-DF |
—}4=5) F-parameters 22 PROFIELS-PA i
X2 o8 [Z] F_source_address 1: CPU 414-4 H LB SIMATIC 400
A0 Ly [Z] F_dest_address 1 #1237 CP-400
IF1 [Z] DIP switch setting (2......0) 0000000001 = [:l CPU-400
13 [Z] F-manitaring time {ms) 10000 - D CPL 400-H
5 DO22e00C 2 -3 Module parameters Bl (] CPU 412-3H
g DI22x0C 24 [Z] Diagnostic inkerrupt .53 CPU 414-4H
7 CP 443-1 [£] Disable light test {1 BES7 414-4HJ00-0450
g [Z] Behavior at CPU STOP apply substitute valie =2 GEST 414-4H.04-0480
q [Z] Behavior after channel faults Passivate the channel T - [@ vaD
< Fibochamnel0 (1 BEST 414-4HM14.0480
[Z] Group diagnostics _3 . (3 CRU 417-4H
[Z] Apply substitute value "1" [] - B ;
| (3 1126PLC02 L g = (10 CPU 4143 DF -
[Z] aroup diagnostics + {3 CPU 414-3PN/DP
Slot | [§  Module : wn =[] CPU 4162 DP
[Z] Apply substitute value "1 []
1 +_ ] DO channel 2 1’- {1 CPU 416-30P
o E A P {27 DO channel 3 v + {7 CPU 416-3 PMN/DF ,
3 [ CPU 4174 = |
4 | [d Diz4DC24Y ROFIBUS-DP slaves for SIMATIC 57, M7, £,
5 | DO10:DC24v/24, LI et Fels frd £ (dstrbuted rack| _J' :
| ] | | T2

E

Press F1 to get Help,

www.lightsource.ca

2008 PCaPAC




[# Chart Edit Insert ©PU Debug View Options ‘Window Help

Light de rayonnement
S

o

f_SH [FBS0S: F_:SINGLE 2-POS SHUTTER COMTROL BLOCK]

== % & Ba = E | E o | | W e HEAL ; H1 L f D
\ [ Chart Edit Insert CPU Debug Yiew Options wWindow Help
+ CFLibrary [current CFC it §
;i ]- S_?Program(l)'l,Blocks \\ o D Dﬂt % EIHIJ Hj E DE-IQ E“H ﬁn ‘]
2 @ All blocks \ :
: lesﬁ_ﬁc_MON [Fﬁ FOR TESTIIN DﬁE:L;ﬁEEIHL;gi% Mew Chark
] A_aREA [FBSD: \ \ Mew Texk
- P O\ + CFC Library [current CRC library]
D [
S Q_Ex: C[JIIBsEg!]E \ \ = i Y Y
L7 A_FALLT [FBSI \ \ - CLSI_LIl:I
N I N =I-[€8 57 Pragram(1}|Blocks
] A_MacLoC [Fe 4 + Q Al blacks
£ &_RC [FBSO09: f 1
L A_sH [FBSOE: F : = Q ACIS
+QE—_?_EZCBB e FOR IESTING“;:E EsggﬂﬁuL;gié E ,l:l,_,l:l,C_M[:IN [FBSDZ]
| ;SR A_AREA [FESO7]
| -4y DB_FUNCT E !
e T A_BAR [FESO3]
. m@ECTC )/ 17 A_D_MOT [FESLD: F_:Motarized Doar Contral]
C Ey IMPULS
: + gProgram(l)'l,Charts / E F'._EKE [FBSDS]
1 (S II 3] A_FALLT [FES11: F_:MAJOR FALLT]
B edundan (vl
Eedundan:gc\‘lGlP I / E Q—LUS [FBSD4]
] S?FSE'stemsLib\p'l_E l / E & LISl [FBES0E]
LY SFC Librar
E S T / / i A _MAGLOC [FBSOL: F_:Magnetic Door Lock Contral]
i1 - el e e [ / I A_RC [FBS09: F_; S5H READY CHAIN]
i
i

A_ZBE [FES12: F_: ZONE BYPASS BUTTON]
@ BIT_LGC
@ COMVERT

" Q163" Q16 .3

@ DE_FUNCT

@& DRIVER

@ FLIFFLOP

@ EC_TC

@ IMPLLS

+ 37 Programi1 )\ Charks

e o = e R e B = B

+ PCS 7 APC YO
+ PCS 7 Library Y70
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%EED Ly

[+ B oB3z [Cyclic interruptz] (1,05}
- QB33 [Cyclic interrupt3] (500 ms)
l QB34 [Cvclic interrupt4] (200 ms)
QB QB35 [Cyclic interruptS] (100 ms)
[0 @F_shutDn_35 {100 ms)
) J2 @F_shutDn (100 ms)
+ - [ @F_CycCo-0B35 (100 ms)
+- LB @F_TestMode (100 ms)
T @cPu_RTY@CPU_RT
LBf @F_IN_35_0 {100 ms)
|- LBl 1605_1_DOCROL (100 ms)
1605_1_DOORDZ {100 ms)
1605_2_DOORO3 {1cu:| ms}

J?_‘I
..
e
=

|

1505 1_DOoRS (100 ms}

1605_1_|ocKUP (100 ms)
BMITVACIS\POE-111605_1_LOCKUPYFE_1605_1_FOS
BMITVACIS\POE-11605_1_LOCKURYLZ
BMITVACIS\POE-11605_1_LOCKUPYE
BMIT\ACIS\POE-111605_1_LOCKURY?
BMITHACIS\POE-11605_1_LOCKUPY G
BMIT\ACIS\POE-111605_1_LOCKUPYS
BMITVACISIPOE-111 1605 _1_LOCKURS
BMITVACISIPOE-1111605_1_LOCKURY
BMITVACISIPOE-1111605_1_LOCKUR2

7 |
7 )
7 )
7 |
7 |
7 )
7 )
7 )
7 )
ff BMITIACISIPOE-1111605_1_LOCKURY1S
=7y
=7 )
7 )
7 )
7 |
=7 |
7 )
7 )
=7 |
27§

Igts [+

BMITYLACIS\POE-131605_1_LOCKLP 1S
BMITYLACIS\POE-131605_1_LOCKIM20
BMITWACIS\POE-131605_1_LOCKIMZ1
BMITYACIS\POE-131605_1_LOCKIIPMS
BMITWACIS\POE-131605_1_ LOCKUPMY
BMITYACIS\POE-111605_1_LOCKUPMLIS_FELY 14
BMITYACIS\POE-131605_1_LOCKUPMLIS_FELL10
BMITLACIS\POE-141605_1_LOCKUPMLIS_FELIS
BMITLACIS\POE-131605_1_ LOCKUPLIS_FE1Y
BMITLACIS\POE-111605_1_ LOCKUPILUS_FE111

| Conbents of 'OB3Z11605_1_LOCKLPY

t..

Type

& EMITIACISIPOE-1111605_1_LOCKUP\F_LE0S_1_FOS A_BAR

i EMITIACISIPOE-1111605_1_LOCKURYLZ
i BMIT\ACISIPOE-1111605_1_LOCKUPILE
& EMIT\ACISIPOE- 1111605 _1_LOCKUPY?
H BMITVACISIPOE-1111605_1_LOCKUPILE
i BMIT\ACISIPOE- 131605 _1_LOCKUPYS
i EMITIACISIPOE- 1311605 _1_LOCKURS
H EMITIACISIPOE- 1311605 _1_LOCKURYL
& eMImACISIPOE-141605_1_LOCKUP2
& BMITVACISIPOE-1111605_1_LOCKUPILS
i BMIT\ACISIPOE-1411605_1_LOCKURYLS
i BMIT\ACISIPOE-1411605_1_LOCKUR\Z0
H EMITIACISIPOE-1111605_1_LOCKUR21
i eMITACISIPOE- 111605 _1_LOCKUPY3
& emimiact

i lats Properties - Runtime Group

F_CH_DI
F_CH_DI
F_CH_DI
F_CH_DI
F_CH_DI
F_AND4
F_CH_DI
F_AND4
A_LUS
A_AREA
F_AND4
F_AND4
F_CH_DO

| Pos

12 11
1z2/z
1213
1214
12(5
126
1217
1z /8
1z/9
12 {10
12111
12 {12
12 {13
12 | 14

| 1. sampling time |

100 ms
100 ms
100 ms
100 ms
100 ms
100 ms
100 ms
100 ms
100 ms
100 ms
100 ms
100 ms
100 ms
100 ms

& emmact e — hs
& ermmact hs
& emimiack hs
B BMMAC e 1605 1 L0 is
& ermact s
& emriacy Bt ! s
ﬁ' BMIT\ACT Reduction ratio: ]1 -
ﬁ BMITIAC] Phaze offzet: 0 i
& emimiacy o -
ﬁ' EMITIACT Optimize run zequence [ =
I Emrmiacy  Active: M s
& emmact ks
ﬁ BMITIACT Cancel Help 1=
& eMITAcT hs
& M acIFoE-ThIom T ToeROrs TE G 17| N T s
& EMITIACISIPOE-1111605_1_LOCKUPILUS_FELL F_OR4 1232 100 ms

_Comment.

F_: Fail-safe Channel Driver Digital Input
F_: Fail-safe Channel Driver Digital Input
F_: Fail-safe Channel Driver Digital Input
F_: Fail-safe Channel Driver Digital Input
F_: Fail-safe Channel Driver Digital Inpuk
F_:aMD 4 Inpuks

F_: Fail-safe Channel Driver Digital Input
F_:AMD 4 Inpuks

F_:AMND 4 Inpuks

F_:aMD 4 Inpuks

F_: Fail-safe Channel Driver Digital Output
F_:AMND 4 Inpuks

F_:Recagnition of rising Edge

F_:Inverter

F_:aMD 4 Inpuks

F_:OR 4 Inputs

F_:AMD 4 Inputs

F_:RS5-Flipflap

F_:OR 4 Inpuks

F_!OR 4 Inputs

F_:OR 4 Inputs

F_:OR 4 Inputs

F_: Fail-safe Channel Driver Digikal Oukpuk
F_: Fail-safe Channel Driver Digital Oukpuk
F_: Fail-safe Channel Criver Digital Oukpuk
F_:Recognition of rising Edge

F_:Inverter

F_:AMND 4 Inpuks

F_:OR 4 Inputs
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Testing/Debugging

c InSity R T CY o

File Edit Wiew Insert PLC Execute Tools  Window Help
DEEHE 2R BERN a8 338
BIER| 0 o1 |
&
* Testbed |e== = x
= 1B =B (O =
Do [ RUNP g 1 gt v B0 lgits ]
=QENF’7HUN s e R A e e
[~ 5TOP MFIESl EEEE e
STOP N e
« PLCSIM §E&
= QF ; ={ B U = B 60
IDE 16 IEitS ;I I|E 1] IEItS _ﬂ iIE Bl IEitS ;I =
FE B 4 3 211 fF B 4 3F 210 FoOE B e
rrrr rrciv grvzer M mEEE BEEE
B 58 feis | W ie gt =] |
7B B A4 4 2 s e R 1
Ennn spEN paam mEEE 3
Press F1 ko get Help, DP=2 :‘E
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Testing/Debu “ing

Hardware Configuration diagnostics VERY handy.

W Config - [PLC1021.4-01 [Diagnostics)] ONLINE

E“] Station Edit Inzet PLC “iew Options Window Help

Dl@l%’“l“ |q?ll]| él glﬂl HInlmmaliun—Dl] 10xDC24¥/24 DNLINE

Path: |ACIS\F’LC1DE‘I.4-D1\CF’U 414-4H Operating mode of the CPLI: @ RLUM
Status: #7e Error Operating mode of the module:

%[E] F'LI:24|:| . E [5] General Diagnostic Buffer | Diagnostic Interrupt'

| m m Events: ™| Eilterseftings active
ﬁl:ﬁlud‘ule-'lnﬁbmaﬁ'nn:- CPU 414-4 H 0K | Moo | Time of day Date Event

1 || PS 407 104 pap:  [AESPLCTOZ #0TVCRU 4144 H

Statws: #J4 Emmor g x::: E:::t
Time System | Perfomance Data 4 Loss of Communication
Tl 2 5 Manitoring time for data meszage frame excesded
& E Logs of Communication
Ao A Eler l— Eite T Cyelic-Redundancy-Check [CRC) emor in data meszage fra. .
=% . = g Loss of Communication
Timeofday |
|me f a M Detailz on Event: Taofd Ewent ID: 164 F380:0533

2 05:23:58:431 pm 06/03/07 b wfire break
3 09:25:58:214 pm 06/03/07 b [channel number 1
4 03:29.01:547 pm 06/03/07 b
=) 09:28:55:922 pm 060307 kb External ermor, Incoming event
E 02:02:41:668 pm 0518507 b
¥ 02:02:41:652 pm 05/M18/07 b
8 b

02:02:41:636 pm 05/M18/07

: Save Az | Settings. .. I Help on Event |
Dietailz on Event: 1af 120

todule fault prezent : |
Module type: FM Cloze | Update | Frint... | Help

Input address: 256 T |
Channel information available

Intemal maodule errar

Extemal module erar ;I

Save bz, | Settings... | [IpemElask Help on Event |
Close | Update | Erint... | Help |
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Lessons Learned - Gran@ja;theri.ng

EOSs, LUSs, Timers, etc

24 V (H/W
I( : D LED Relay (H/W)
O O H/W Logic (

PLC

F-DO
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Lessons Learned - Self-Dig&nostics

24 V (H/W)

oA 1« &
=3, ——O
\ || o=
7
\\/
PLC ()
-/
F-DO A~
—/
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Lessons Learned - Self-Diagnostics

DarK Periods [SIL-2/SI}~3)

a rkpggriol:ls occur ddi Ing switch-off tests and during
complete bi} pattern tests. s involves test-related 0
signat®being switched to the doytput by the fail-safe output
mqgdule while the output'i§ detive T he output is then
switched off briefly (dark p¢riod). A S
actuator dog¢s not respond 0 T[S @

Light Periods (SIL-3) =l

d“Light periods occur during complete bit pattern tests. This
involves test-related “1” signals being switched to the
output by the fail-safe output module while the output is de-
activated (output signal “0”). The output is then switched on
briefly (light period). A sufficiently slow actuator does not
respond to this and remains switched off.”

*“SIMATIC — Automation System S7-300 Fail-Safe Signal Modules”,

Edition 02/2001, Page 3-14

www.lightsource.ca £ 3 2008 PCaPAC
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Door 1 Door2 - Door 3

Some Kind of
/H | | H\ H || 'I (}Permissive

H/W Permits

Noor 1 /

PLC Permissive

/

Door 3

he
PLC 4@7_
<}
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*Requirement Specification

Critical Errors Can be
Introduced at the Top of

the Design Process

Secure

Searched
|

Shutters

Closed

www.lightsource.ca

Enclosure Secure

Enclosure Searched

AND ___ Beam Permitted
(Shutters Enabled)

OR

Shutters Closed

Radiation Source(s)
Permitted

Shutters Enabled = Enclosure Secure AND Enclosure Searched
Radiation Source(s) Permitted = Beam Permitted OR Shutters Closed

Common-Mode
Failure

Shutters Closedzz

Lessons Learned - Desiggj’rocess

F_AMD<+
AMD

4 Input

Secure 1

=T

IMd

ouT =T

=T

IMzZ

OUTH 5T |—

=T

Ih3

Searchedg

=T

IR4
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Conclusion

« Siemens Failsafe Offerings Are Impressive

 User Needs to be Familiar with
Environment

 CLS will continue to use H/'W

* Focus on Process to Enhance Safety AND
Efficiency
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Lightning Arrestors Really Cool Cape

Personal Obuc.vuaors.

*Workplace Saf s

Eye Protection

Asbestos-Lined Fire-Rated

Coveralls

Elbow Pads &

Gloves

Steel-Toed Boots
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