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Advanced Photon Source (APS)
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Complexity and Scale of APS Control System

Linac, PAR, Booster and Storage Ring

Over 30 Controls Group servers (Solaris, Linux, Mac)
= Approximately 300 distributed input/output controllers (IOCs)

= EPICS supervisory real-time controls software is interfaced by PLCs,
LabView, FPGAs, and Johnson Controls distributed control systems

= More than 12,000 replaceable hardware components

= QOver 100,000 IOC points that monitor and control more than 450,000 technical
parameters

= Nearly 1,000 unique control system software applications




Goals of APS Controls Infrastructure Monitoring System

Exhaustively monitor all parts of the control system and provide
immediate notification to the on-call controls staff of an
exception, in many cases even before the machine operators
notice the impact on machine performance.




Define Controls IMS Categories

10 Major Categories

= Applications Organizing Index (AOI)

=  Component Communication Monitoring System (CCMS)
= Controls Servers

= Event Receivers

= |OCs

= Machine Status Link

= Nagios Software Components

= PV Gateway Currently, a mixture of 2,489

= Timing EPICS PVs, processes, and
=  VME/VXI Power Supply servers are being monitored
by the APS Controls IMS




APS Controls IMS
Software Architecture

Nagios open source software
— Designed for IT administrators to monitor servers, routers, processes, ...

= MySQL relational database software
= Nagios NDOUTILS plug-in for Nagios database schema

= Perl script built in-house with EPICS Channel Access monitor callbacks
— Utilizes Perl interface to Channel Access library

= Nagios EPICS plug-in with EPICS Channel Access caget
—  Written by Mauro Giacchini (mauro.giacchini@Inl.infn.it) and modified by D. Quock

= IRMIS PHP Web pages
— PDA-Friendly

= Assortment of PHP and Perl scripts that manually generate the lists of PVs to be monitored




APS Controls IMS

Process Data Flow Diagram
PV Gateway

IOC and Component
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Source Code Details
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LConfigure

ims_ioc_services.cfg

h‘####xf####HfxfJf###xfNf############ﬁ###########ﬁ####

# Hagios services for Infrastructure Monitoring Tt

define service{

use generic-service

ho=t_nane 10C Hemory
zervice_description iochbpml i memorvyEFr
i= wolatile 1

nax_check attempts 1
actiwve_checks_enabled o

pazzive_checks enabled 1

contact_groups adnins
notification_interwval 1]
notification_period 24x7
notification_options ¥.U.C.T

checlk_command checlk_caget | iochh;

L1

# Nagio= Command format: PROCESS SERVICE_CHECE_RESULT: <host_name’: {service_description’:
k3 <return_code:; <plugin_output:

¥

# The "return code" field should be one of the following:

* =

# 1 = WARNING

# 2 = CRITICAL

# 3 = UNKNOWH

#

# The "plugin output" field contains text output from the service check, along with
# optional performance data.

die "Ho pv name specified . “n"
unless @ARGV:

ny smonitors:;

Stenp time localtime;

print "$temp_time Start connection callback of EPICS channels with CA new. . .~n":

ny @chan= = map { CA-»new($_. “dconn_callback): } @ARGY:

Stenp time = localtime; =
print "S$temp_time Define CA pend ewent for change on alarm status updates. . .~n":

CA—>pend_event{Sopt_w);

Stenp time localtine;

print "S$temp_time Begin monitoring of EPICS channel=s with CA Perl.. ~n":
%] = 1: # don't keep log entries sitting in the buffer
nap |

# Write statement to External Command Hagios file. ..

ny Stenp pvhnamne $_—rname;
ny $temp _nagios host $nagios host{$temp pvname}:
ny S$temp time = localtime:

print HAGIOSLOG "[S$temp_time] PROCESS SERVICE_CHECE_RESULT: Stemp_nagios_host:ftemp p
i

unle=s S$monitors{$
} @chan=; -
*

1] |

For Help, press F1 Fead Owr Block Sunc Fec Caps /LI

define service{
use
ho=t_nane
zervice_description
i= wolatile

generic-service
I0C_ TCPConnections
iochbpml : topConnec

nax_check attempts 1
actiwve_checks_enabled o
pazzive_checks enabled 1
contact_groups adnins
notification_interwval 1)
notification_period 24x7
notification_options ¥.U.C.T

check_command

¥

define service{
u=e
ho=t_nane
zervice_description

check_caget | iochbp:

gener ic—service
I0C_CPULoad
iochbpml : load

iz volatile 15
nax_check attempts :
actiwve checks enabled 1]
pazzive_checks enabled 1

contact_groups
notification_interwval
notification_period

141

Eklnd of errors notified

:reuse of predefined template

:Hagios service namne

lreuss DE predefined template

tions ,Naglc’s service name

ml: tcpConnection=!164 54 188 A5

_ufl

Far Help, press F1

Read Owr Block Spnc: Rec A




EPICS-to-Nagios Translation

EPICS Alarm Severity

(none)

MINOR

MAJOR

PV Readback INVALID

PV Name Not Found

Nagios State

OK
WARNING
CRITICAL
CRITICAL

UNKNOWN




APS Controls Infrastructure Categories-to-Nagios Translation

APS Controls 10 Major Infrastructure
Categories
Nagios Software Design Hierarchy
= AOI - Used 3 Levels for APS Controls
= CCMS
= Controls Servers " Host G'Hroutp
) - 0S
= Event Receivers . Service
= |OCs + Service
= Machine Status Link C
= Nagios Software Components = 1oC
— CALinks
= PV Gateway * Jocacis:ascaDisco Here. EPICS
= Timing « iocacis:dbcaDisco PV Name
= VME/VXI Power Supplies T (but not alvays..)
~  CPULoad /
* Jocacis:load
* jocbbpm1:load




APS Controls IMS
Nagios User Interface

Windows Internet Explor:

- Ié__. http: / forion/nagios, 2| K IGnngIe Peihs

Wb & | Magios | | Q'E'

~ |- Page = (G Took ~ i

Current Network Status Host Status Totals Service Status Totals
Last Updated: Tue Oct 7 17:13.08 COT 2008 Ts

Updated every 90 seconds r— —
e Ve e aaoeon [0l o [ o

161

Logged in as nagiosadmin
“Ho - Notifications are disabled
® Documentation

(View Service Status Detail For All Host

= = Groups
(View Host Status Detail For All Host Groups

% Tactical Overview [View Status Overview For All Host Groups
Service Detail (Wiews Status Grid For All Host Groups
Host Detail

0}

dows Internet Explorer (o]

lagios
Hostgroup Overview
Hostgroup Summary Status Summary For All Host @’\

Hostgroup Grid = o 5 .
] Groups 7% & ) Nogios | | % v B - - > Page - () Tooks

~ & hitp:/ vorionnagios! 5]l 2 1l x [ Google R~

Servicegroup Sunyma
Servicegroup Grid
Status Map

3-D Status Map

Current Network Status Host Status Totals Service Status Totals

Last Updated: Tue Oct 7 17:13:55 CDT 2008
Updated every 90 seconds
S

Logged in as nagiosadmin
S Home - Hatifications are disabled
®Documentation

IO I IOICIOIOION0)

Service Problems
S unhandled ccms host group (CCMS HOSTGROUP)
Host Problems
® Unhandled

View Status Overview For Al Host Groups

\érvew Service Status Detail For This Host

(Contos Servers \ \
Network Outages ‘w Controls Servers) S e & Tactical Overview View Host Status Detai For This Host Group
# Service Detail View Status Summary For This Host Grou
levent-renervers host group (EVENT-RECENWERS HOSTGROUP) ‘ & PENDING ‘ 710K ® Host Detail View Status Grid For This Host Group
% Hostgroup Overview
1812 0K
ioc_host group (I0C HOSTGROUP) & PENDING Service Overview For Host

1 WARNING : 1 Disabled Group 'lOC_HOSTGROUP'

#Servicegroup Grid

!msl host group (MSL HOSTGROUP) ‘ 31 PENDING ‘ 31 0K @ Status Map
®3-D Status Map
Procese Thio |nagios host aroup (Nagios HOSTGROUP) ‘ 1 PENDING ‘ 40K ion_hoet ot G HO IGHLAR)
Performance Info I #Service Problems { =0 [ = |
| ‘ ‘ % Unhandled — - 1 —_—
pv-qateway host aroup (EV-GATEWAY HOSTGROUP) 1 PENDING 40 0K gy onandied ‘m — ‘M mes QA GA
- ®unhandled
Reporting !tlmmu host aroup (TIMING HOSTGROUF) ‘ 3 PENDING ‘ 17 0K & Network Qutages foe crutsss renone | o AR
% Trends \Y ‘ ‘
mefi-ps host qroup (VMEMVXLPS HOSTGROUF) 12 PENDING 120K
@ Availability X e woosener  emoms [ sok QA BA
S Alert Histogram loc_ Memory PENDING 245 0K QBN

® Alert History
% Alert Summary

I0C SaveRestors  PENDING [No matching services |2, JA £,

% Event Log I0C SoftHeartbeat |PENDING 15 0K Q @2\

Configuration

% View Config

#Process Info
% performance Info

242 0K
# Scheduling Queue loc Tepcomnectins peoms | =20 QA

Reporting o Teststatis  |PENDING | pnzstok (R 3 A

% Trends

\ liflili’i’in l:l\;arillability

¥ Notifications
@ Event Log

Configuration

% View

“Hostgroup Summary”

0D s Localintranet 0% -
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A PS C o n tro I S I MS {2 Infrastructure Monitoring System Details - Windows Interne... 9 [=] 3
- @i\: - I & https: /e, ap jl&l II?_: iﬁ;slhucture Monitaring Sestem Details - W
e’ i
PDA -Frlen dly User In terface 'ﬂ? *‘1"'.‘7\-7 & Infrastructure Monitoring Sy | | @ X m - @ = |_:1,” Page - 2
{2 Infrastructure Monitoring System -... 9 [=]E3 Infrastructure Monitoring System Details

)= o mpsrmman ] B |4/ x| [c IMS Category: CCMS _iocpar03

PV Name: PSscopel:chanlVdivAl
i:? "ﬁ? & Infraztucture Monitaring Sy...l | @ %

-

=l Component ID: 9925
Infrastructure Monitoring System Component Type: HP54615B
Category: Service Status
Controls Hierarchy:
CCMS: 481 OK MVME 167-xxx SGL(iocpar03) / VME Chassis-Mupac / VIPC626
CCMS: 2 CRITICAL (TVME200) / IP-488 / IPG100--- / GPIB_Link--13 / HP54615B--

O s R 8 replaced by HP54657 / CCID_9925

EVENT-RECEIVERS: 71 OK

Housing Hierarchy:
1I0C: 1812 OK S T Tt ot h E e Rt e e i s s | Building/Room(B111/ICR)/ Rack(10)/HP54615B / CCID_9925
I0C: 1 WARNING )~ [B rpsinmmapsangoreos] & | /x| [5o
MSL: 31 OK i:? o IMS Status Summary
NAGIOS:- 4 OK 4}'\3 & Infrastructure Maonitoring System | | @ T | APS Controls Nagios ||
|
PV-GATEWAY: 40 OK Boe . . e
TIMING: 17 OK Infrastructure Monitoring System __ SRR R e e e i —
VME/VXIPS: 12 OK Timestamp / Category / PV, Server or Prpcess / Severity
fZDDS—lD—D? 17:09:29 I0C_ TCPConnecti iocacisicpConnections WARNING

Service Status Totals 2008-10-07 10:26:05 CCMS_iocpar03 PSscopel-chanl VdivAl CRITICAL
OK: 2454 2008-10-07 10:26:18 CCMS _iocs3vp S:03:chamberTemp:CAC:AI CRITICAL
Warning: 1
Unlnown: 0 IMS Status Summary
Giatieak 2 APS Controls Nagios

¢ 2 hs
IMS Services in Alarmed States | l_l_l_l_l_l_l‘d Toeanorat 0% -y

APS Controls Nagios

l_ l_ I_lij Local intranet H100% -
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IMS Future Enhancements

= Add approximately 1,000 designated EPICS PVs that convey the health of
accelerator controls applications (AQls).

= Add ~300 IOC EPICS SaveRestore status readback PVs.

= Continue to refine and add estimated 2,200 Component Communication
EPICS PVs (CCMS). Only 481 CCMS PVs are included in IMS thus far.

= Create Nagios event handlers that automatically respond to loss of critical
processes and take corrective action.
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