© 1979 |EEE. Personal use of this material is permitted. However, permission to reprint/republish this material
for advertising or promotional purposes or for creating new collective works for resale or redistribution to servers
or lists, or to reuse any copyrighted component of this work in other works must be obtained from the |EEE.

IEEE Transactions on Nuclear Science, Vol. NS-26, No. 3, June 1979
FAULT-TOLERANT TECHNIQUES FOR RADIATION ENVIRONMENTS*
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Abstract

This paper reports on a study made on
the use of fault-tolerant systems in radiation
environments for radiation hardening and hard-
ness assurance purposes. The fault-tolerant
systems studied in depthare TMR, TMR/Simplex,
Switching Redundancy, Self-Purging Redundancy,
and Radial Logic. Failure distributions were
obtained for a number of components and for
various radiation environments. These were
used to graph radiation related indicators as
a function of radiation level. One indicator
relates to radiation hardness and a second re-
lates to hardness assurance. The effects of
imperfect switches and voters and of system
size and system sectioning were considered.
Finally, the chosen systems were ranked with
respect to radiation hardness and hardness
assurance.

Introduction

Present and future military systems are
generally required to operate sucessfully in
the unique environment generated by a nuclear
burst in addition to the conventional environ-
ments such as temperature, shock, humidity,
etc. The same is true of systems designed for
operation in a space environment where radia-
tion is a constant hazard. Electronic compo-
nents are particularly susceptible to radia-
tion in such environments, radiation which in-
cludes neutrons, gamma rays, X-rays, and elec-
tromagnetic pulses (EMP). This paper con-
siders a systems approach to radiation hard-
ness and hardness assurance, that of fault-
tolerant techniques.

Fault-tolerant techniques use redundancy
to mask or otherwise bypass faults in a cir-
cuit. The advent of Large Scale Integration
(LSI) has made the use of redundancy in mili-
tary systems feasible. Circuit complexity can
be greatly increased without any significant
penalty in either power or speed, and this in-
crease in complexity allows the use of fault-
tolerant techniques that was only possible be-
fore in manned space programs. The fault-tol-
erant techniques increase reliability and
quality assurance for both conventional and
radiation environments. Fault-tolerant tech-
niques were studied with the intent of using
them in military and space applications re-
quiring tolerance to various radiation envi-
ronments.
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A circuit designed for a radiation envir-
onment must be capable of withstanding a cert-
ain level of radiation without failing. The
level at which the circuit fails is a measure
of its radiation hardness. The task of radia-
tion hardening a circuit is then one of in-
creasing the radiation level at which the cir-
cuit fails. Hardness assurance, on the other
hand addresses itself to the variability among
devices which cause the circuits in which they
are used to fail at different levels. The
task of providing hardness assurance is one
of assuring that the parts actually used will
result in circuits surviving to the specified
radiation level. In this paper, radiation
hardness ard hardness assurance will be re-
lated to calculable indicators which give a
measure of hardness and hardness assurance.

The approach taken in the study was first
to determine what fault-tolerant schemes are
in use or have been proposed and to determine
their applicability to use in a radiation en-
vironment. Some schemes were discarded and
others were retained for further study. Fail-
ure distributions were then obtained for a
nunber of components and for various radiation
environments. Computer programs were written
to graph radiation for two indicators. Ideal
switches and voters were assumed initially,
and later the programs were modified to in-
clude the non-ideal case. The effects of both
system size and system sectioning were consi-
dered. Finally, the remaining schemes were
compared and ranked with respect to radiation
hardness and hardness assurance. A basic as-
sumption made throughout the study is that
components do not deteriorate with time or
under use and that all deterioration is due
solely to the radiation itself. The objective
was to analyze the situation in which the do-
minant cause of failure is the stress due to
radiation. Certainly other forms of stress,
e.g., time dependent stress, can be included
in the model, but this was not done.

Fault-Tolerant Technigues

By fault-tolerance is meant the ability
of a system to produce the correct output in
the presence of a certain limited set of tran-
sient and/or permanent faults. Systems which
employ redundancy to provide fault tolerance
are referred to as fault-tolerant systems.

The fault may be caused by any one of a num-
ber of stresses, the particular stresses of
interest here being radiation induced. Fault-
tolerant systems can be divided up a number of
ways into categories. These categories are
considered next.

One major way of dividing up fault-tol-
ant systems is into static and reconfigurable
systems. A redundancy scheme is called static
if its structure does not intentionally change
throughout the mission time. All parts or
sections actively participate in producing the
output of the system. Each part remains
powered and no new parts or sections ever
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become activated or prevented from further
participation, e.g., by forcing its output to
be a constant. (The output might unintention-
ally become a constant due to a fault, how-
ever.) By reconfigurable is meant any system
whose structure can be intentionally changed
during the course of the mission due to a
sensed error. Spare units, either powered or
unpowered, can replace faulty units, or units
can be prevented from further active partici-
pation by turning off the power to the unit or
logically nullifying its effect on the result.

The categorization of systems into static
and reconfigurable was chosen because of the
manner in which transient faults are handled
by each. Static systems tend to handle tran-
sient faults well; whereas, reconfigurable
systems do not. The problem with reconfigur-
able systems is that transient faults cause
restructuring of the system just as do perma-
nent faults. Such reconfiguration due to
transient faults is undesirable since it re-
sults in the loss of good parts. Therefore,
reconfigurable systems are often equipped with
retry capabilities in which one or more past
operations are performed over again, If the
error persists, the fault is assumed to be
permanent, and reconfiguration takes place.
Otherwise, the fault is assumed to have been
temporary and operation is continued without
reconfiguration.

Fault-tolerant systems can also be de-
vided into masking and error-evident systems.
In masking redundancy, error propagation is
limited. The error is either eliminated by a
restoring organ or interface of some kind and,
at least in static systems, operation conti-
nues normally. Error correction can be
thought of as instantaneous. 1In error-evident
schemes, an error is detected and acted upon
in some way. Most error-evident schemes are
reconfigurable ones, and the error generally
forces a reconfiguration of the system to take
place. About the only way of obtaining error
correction in a static system upon detection
is through retry, and that is only useful for
transient errors. (An exception would be the
use of a different algorithm in a computer, for
example, where the algorithm does not use the
faulty component).

Figure 1 shows most of the fault-tolerant
systems that were studied and the categories
into which they have been placed. The number
of such systems proved to be too great to
study all of them in detail. Furthermore,
some of the systems are not worth consider-
ing in a radiation environment. Therefore,
certain of the systems were eliminated from
further consideration. The specific systems
chosen for further study are TMR (Triple Modu-
lar Redundancy), TRM/Simplex, Self-purging,
and Switching Redundancy. Radial logic was
also retained with the recognition that it is
only applicable to a limited set of technolo-
gies. A brief discussion of each follows.

Triple Modular Redundancy2 (TMR) is a
static, masking redundancy scheme. In this
scheme, the outputs of three identical cir-
cuits having identical inputs are applied to
a majority gate (voter) and the output is the
majority. (Single errors are corrected.) If
R is the reliability of one of the units and V
is the reliability of the voter, the relia-

bility of the TMR circuit is

2

R = v[3r? - 28%] (1)

TMR

The majority circuit is what has been called a
restoring organ. In systems with restoring
organs it is possible to use more than one re-
storing organ, in this case one per module, in
order to prevent faults in the restoring organ
from causing system failure. If the outputs
of the units are fed to three majority gates
producing three outputs which in turn become
inputs to yet other such circuits, the relia-
bility of the voters can be considered as part
of the network which it drives. The relia-
bility of a segment consisting of 3 units and
3 voters is

RTMR3 = 3R2V2 - 2R3V3 (2)

A variation of TMR is TMR/simplex3 which
is a reconfigurable, masking redundancy scheme
in which discrepancies in the outputs of the
units are detected and cause a reconfiguration
of the TMR system. Specifically, when an
error is detected, the failed unit and one of
the good units are discarded leaving one re-
maining good unit. The reliability of such a
system if voters are ignored is

Roygss = 1SR - 0.58° (3)

where R is again the reliability of a single
unit.

Self—purging4 is a reconfigurable, mask-
ing redundancy scheme. N identical channels
with identical inputs operate in parallel and
the output of each channel is compared to the
system output which is derived from a thres-
hold gate. When a disagreement is found, the
channel that disagrees is effectively removed
from the system by forcing the output of the
channel, as seen by the threshold gate, to 0.
The system reliability is dependent upon the
chosen threshold. Under the assumption that
only one active channel can be faulty at any
given time, the optimum threshold is two.
The system is operable as long as at least two
channels are operative and the monitor is op-
erative. If R is the reliability of a unit
and RM is the reliability of the monitor, the

reliability of a self-purging system of N
channels is

N, i g o N-ij
¢ RYa-RT Ry (9)

Since the self-purging monitor is essentially
a restoring organ, one restoring organ per
unit can be used to ensure that no single
fault disables the system.

Switching (or parallel) Redundancy5 is a
reconfigurable, error-evident system. A unit
is used in a system until it fails, at which
time it is replaced. The emphasis for modern
equipment is on automatic detection and swit-
ching when the unit goes faulty. Switching
redundancy systems are divided into two types,
active, in which all units are powered, and
standby, in which all spares are unpowered.
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In the simplest model, all units whether pow-
ered or not are assumed to have the same fai-
lure rate. 1If R is the reliability of the
unit and S is that of the switch, a parallel
redundancy system has a reliability of

R, = S[1 - (1-r) V] (5)

for the case of N total units in the system
initially. Note that if unpowered spares are
used, the new spare must be placed in some
prefault state or at least an operable state.
This restoration of the system is called re-
covery. o

The last fault—toleragt7system retained
for study is radial logic, ’’ a static, mask-
ing technique. Radial logic makes use of the
fault masking properties of the NOR (or NAND)
gate with independent duplicated inputs. 1In
radial logic of order 2, each k-input NOR in
the prototype is replaced by a pair of 2k-
input NOR gates with duplicated inputs.
Stuck-at-0 output faults are corrected at the
next level.

Stuck-at-1 output faults cannot be cor-
rected. Thus, this technique can only be
used with technologies in which stuck-at-1
output faults are extremely rare. The rea-
sons for considering radial logic are first
that the reliability improvement can be quite
large for a relatively small additional cost
and certain kinds of technologies tend to pro-
duce one-sided faults in radiation environ-
ments, e.g., TTL/NAND gates in a neutron en-
vironment.

Radiation Related Indicators

A means of comparing the various schemes
must be found. Some classical measures, such
as the mean time between failures, are not
appropriate. Two indicators were found, one
relating to radiation hardness and the other
to hardness assurance. Keep in mind that in
all of the reliability formulas given above,
the reliability of a unit can be a function
of any kind of stress, e.g., time, temperature
or as is our interest, some form of radiation.

The first of the two indicators is the

reliability improvement index8:9 (RII). The
RII is defined by Klaschka as
_InR
RIT = 77 R (6)

where R is the reliability of the prototype
and R_ is that of the redundant system. For
the uSual case in which the reliabilities are
close to 1,

- inR -(1-R) _ F_
RIT = - R C(IRT - F (7)
r r r

where F and F_ are the failure probabilities
of the protot§pe and redundancy system, res-
pectively. Of course, one can easily define
the RII as F/F, with little change in con-

clusions drawn from them since both are de-

creasing functions of R and increasing func-
tions of R,.
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The RII relates to hardness assurance.
Hardness assurance was defined earlier
as an effort to assure that the parts actually
used will result in circuits surviving to the
specified radiation level. The lower the pro-
bability of failing at the given level, the
higher the hardness assurance. The RII in
fact gives the ratio of the failure probabili-
ty of the prototype to the failure probabili-
ty of the redundant system at a given radia-
tion level, and in that sense is a measure of
hardness assurance. The higher the RII, the
greater the hardness assurance.

The second indicator is the ratio of the
stress of the redundant system to the stress
of the prototype for a given relia?ility and
will be called the figure of merit 0 (FrM). For
example, if a given system has a reliabiliEy.
of 0.99 for a gamma total dose of 3.0 x 10
rads (SI) and a redundant system has that same
reliability at 6.0 x 104 rads (SI), the figure
of merit is 2. That is, for a given desired
reliability of 0.99, the redundant system can
tolerate twice the total dose that the unre-
dundant system can tolerate.

This second indicator then relates to
hardness. The FM directly indicates for a
given desired reliability how much more rad-
iation a redundant system can stand relative
to the unredundant prototype.

Failure Distributions

BDM Corporation was engaged in a consult-
ing role to provide failure distributions for
electronic components (transistors and logic
gates) subject to various forms of radiation.
These were to be used in the analysis of the
fault-tolerant systems. A representative
sample of distributions was chosen to provide
a maximum of information. Forms of radiation
included neutron fluence, gamma total dose,
gamma dose rate, and EMP power. Component
types included integrated circuits as well
as single transistors. Finally, components
exhibiting both normal and log-normal dis-
tributions were taken. Preference was given
to components that would be used in digital
systems and for which sample sizes were large.
The six cases chosen for the study are

1. 2N709 Transistor, gamma total dose,
log-normal distribution.

2. 2N2222 Transistor, neutron fluence,
normal distribution.

3. Commercial 5400 TTL NAND gates, neu-
tron fluence, normal distribution.

4. Commercial 5400 TTL NAND gates, neu-
tron fluence, log-normal distribution

5. DTL/TTL Integrated Circuits, EMP
power overstress, log-normal dis-
tribution.

6. RCA T8007 transistor, gamma dose rate,
log-normal distribution.

Procedure

Computer programs were written to graph
the two radiation related indicators, the RII
and FM, against radiation level for the five
redundancy schemes and the six distributions.
Furthermore, curves for switching redundancy
could be obtained for 2,3 or 4 units, and for
3,4, or 5 units for self-purging. Other var-
iables were system size and system sectioning.



System size was varied from small systems of
500 components to large systems of 60,000
components. By system sectioning, we mean
the division of the system into parts (equal
parts being assumed in the study) with each
part using the redundancy technique. Such a
division improves reliability over the unsec-
tioned case, but a point of diminishing re-~
turns is soon reached. System sectioning
was examined for the unsectioned case to up
to 40 sections.

The initial part of the analysis of the
various fault-tolerant techniques used a sim-
plified model in which all switches and voters
were considered ideal. Later the effects of
having nonideal switches and voters were
considered. Refinements were made in the
model of the ideal case to account for the
switches and voters. Furthermore, a single
output per unit is certainly unrealistic. The
model assumed the number of outputs to be a
function of the number of components in the
system and the number of sections into which
the system was divided.

Fig. 2 is typical of the graphs produced
by plotting the RII against radiation, in
this case a gamma dose rate environment. The
particular set of curves is for a TMR redund-
ancy scheme in which the component, the RCA
T8007 transistor, exhibits a log-normal fail-
ure distribution. The lower curve is for the
unsectioned case and the upper curve is for
the same system divided into 10 sections,
each with a TMRed output. Ideal voters were
assumed in creating these curves. Since it
was felt that an RII greater than about 1000
becomes somewhat meaningless, curves were
limited to the range of 1000 or less on the
RII index.

Fig. 3 is typical of the curves produced
by plotting the FM against radiation for the
same case as the RII graph. BAgain the lower
curve is for the unsectioned case and the up-
per curve is for the case of 10 sections.

For low values of radiation, the reliability
of the systems becomes so close to 1 that for
all practical purposes it had to be taken as
1. In certain cases, the low values of rad-
iation became a fuzzy area, and the FM was
taken as the first at all meaningful value.

A glance at the curves of Figure 3 shows
that the curves look very much like exponent-
ials. 1Indeed, in the ideal case, an exponen-
tial curve is a good fit to the graphs.
Specifically, the FM can easily be fit to a
curve of the form

_ RAD-START
TAU
FM = AMP-e + 1.0 (8)
For the lower curve in Figure 3, AMP = 3.35,
START = 8,00 x 104 rads (SI)/sec, TAU =
3.08 x 10° rads (sI)/sec. and RAD is the ra-
diation level at which the FM is desired.

Obtaining a closed form solution for the
FM starting from the reliability equations
for the unredundant and redundant systems is
generally quite difficult. Therefore, a com-
puter program was written which would accept
the reliability of the unredundant system at
a given radiation level and find by iterative

covergence, the radiation level at which the
redundant system has the same reliability.

The program takes as its starting point the
last radiation level found by the program and
increases it until the redundant system relia-
bility goes below that of the unredundant sys-
tem. It then backtracks in smaller increments
and eventually converges on the desired radia-
tion level. A simple division gives the FM.

Results

In order to evaluate the effectiveness of
the fault-tolerant techniques in the various
radiation environments, an RII of 10 was arbi-
trarily established as a minimum desired im-
provement. The radiation level at RII=10 was
determined for each system in each radiation
environment. (At an RII of 10, the redundant
system has a reliability of 0.9 or greater).
The percentage of the mean radiation level and
the reliability of both unredundant and redun-
dant systems were also determined. For ex-
ample, for the upper graph of Figure 2,
RII = 10 at 2.75 x 10° rads (SI)/sec. This
value is only 4.3% of the mean of the distri-
bution, but for this radiation value, the un-
redundant system has a reliability of 0.71,
whereas the TMR system has a very respectable
reliability of 0.971 at this level. These
figures rather dramatically illustrate that
the designer of a system intended for a radia-
tion environment cannot expect a system to
operate reliably at or near the mean value of
the failure distribution. They also show that
by using redundancy, a redundant system can be
expected to survive where an unredundant system
may have a high failure probability.

The study shows that fault-tolerant tech-
niques can be used in hardness assurance for
all environments and components studied. They
can operate reliably at radiation levels at
which the unredundant systems would be expec-
ted to fail. Sectioning does help in this
respect. As a result of the studies, the
fault-tolerant systems in radiation environ-
ments were ranked as shown in Table 1 with
respect to radiation hardness.

TABLE 1
Ranking of Fault-Tolerant Systems

According to Hardness Assurance

Ranking System
1 Switching Redundancy, four units
2 Self-Purging, five units
3 Switching Redundancy, three units
4 Self-Purging, four units
5 Switching Redundancy, two units
6 TMR/Simplex
7 TMR and Self-Purging, three units

For a given RII, the relationship between

the reliability of the redundant and unredund-
ant systems can easily be determined. Since
_ LR
RII = =% (9)
r
_ R+(RII-1)
Re = 7R11 (10)
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For RII = 10, we find

=

_ R+9
R, = 15 (11)

[

which is why the redundant system has a re-
liability of at least 0.9 for RII = 10. For a
given FM, such a simple relationship is not
easily determined. Therefore, a different
analysis approach was taken. First, radiation
levels were determined that produced reliabi-
lities of 0.9, 0.95, 0.99, and 0.999 for the
unredundant system and the various compo-
nents and distributions under consideration.
One can then enter the graph and determine the
FM (or RII for that matter) for that compo-
nent and distribution. Next, an FM of 2 was
set as a minimum desired improvement. That
is, the redundant system was required to with-
stand at least twice the radiation level of
the unredundant system for the same reliabili-
ty before the improvement was considered sig-
nificant. FMs of 2 or better were found to
occur only for cases in which the reliability
of the unredundant system was high to begin
with (0.99 and 0.999) and then only for two
environments, gamma dose rate and EMP power
overstress.

The study showed that only for switching
redundancy and self-purging systems of a suf-
ficient number of units is redundancy very
effective in radiation hardening, i.e., in in-
creasing the radiation level at which the re-
dundant system will operate for a given relia-
bility of the unredundant system. Even then,
these improvements occur only at levels of re-
liability at which the unredundant system is
already reasonably reliable. Table II gives
a ranking of the systems which have an FM of
at least 2 in the range of reliabilities of
the unredundant systemat or below 0.999. The
others were not ranked.

TABLE II
Ranking of Fault-Tolerant Systems

According to Radiation Hardness

Ranking Systems

1 Switching Redundancy, four units
2 Self-Purging, five units

3 Switching Redundancy, three units
4 Self-Purging, four units

Two parameters, system size and system
sectioning, were considered in the study.
These were studied via the FM graphs and for
the nonideal case. The nonideal case was
found not to differ appreciably from the
ideal case at high radiation levels. Further-
more, they did not differ appreciably from
each other if switches and voters were repli-
cated or if the distribution was a normal dis-
tribution. However, when the distribution was
a log normal distribution and the switches and
voters were not replicated (that is, they were
modelled as series elements), the FM was con-
siderably reduced at the low radiation levels
(high reliability region). System size is
considered next.

_ A_somewhat surprising conclusion from ex-
amination of the data is that system size does
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not have a very great effect on radiation hard-
ness, relatively speaking. A variation in sy-
stem size of 8 to 1 did not cause the FM to
have anywhere near an 8 to 1 change. 1In fact,
if a comparison is made at a given unredund-
ant system reliability, radiation hardness is
found to be almost independent of system size.
For example, curves were run of the FM assum-
ing a 4-unit switching redundancy system in a
gamma dot threshold environment. For an un-
redundant system reliability of 0.9 and an 8
to 1 size differential, the FM varied from

1.8 to 2.2, i.e., inversely with size.

The second parameter is that of system
sectioning. Recall that curves for the ideal
case gave FM and RII values for the unsection-
ed case as well as for the 10 section case.
Curves for the nonideal case were produced for
systems sectioned from 10 to 40 sections in
increments of 10. The curves for the 40 sec-
tion case do not appreciably differ from those
of the 1l0-section case. There is a noticable
difference in the curves for the 1l0-section
case as opposed to the unsectioned case. The
conclusion is that once past about 10 sections,
little improvement results with an increase in
the number of sections.

Summary and Conclusions

Fault-tolerant techniques were studied
with the intent of using them in military and
space applications subject to radiation envi-
ronments.  Representative failure distribu-
tions of electronic components in various ra-
diation environments were obtained from
available data and were used to obtain grapi-
cal data of two radiation related indicators.
These indicators were then analyzed to ascer-
tain the performance of a number of fault-tol-
erant techniques relative to radiation hard-
ness and hardness assurance.

The usefulness of fault-tolerant techni-
ques in a radiation environment depends upon
the environment, the shape of the distribu-
tion, and the objective. They prove to be of
little help in radiation hardening in gamma
total dose and neutron environments, they are
of some help in gamma dose rate and EMP en~
vironments. The techniques are also of some
help in hardness assurance, more soO in gamma
dose rate and EMP environments.

The use of such techniques as triplica-
tion of voters and replication of switches was
found to be useful at the low radiation levels
(high reliability region). When imperfect
switches and voters combined with a log normal
distribution, reliability was considerably re-
duced at low radiation levels relative to the
ideal case, but little difference was noted at
high radiation levels. Finally, sectioning of
the system into a number of relatively equal
parts is helpful in both radiation hardening
and hardening assurance, but continued divi-
sion into finer and finer sections gives di-
minishing returns. After a division into
about 10 sections, continued division is of
little help.

The study was to some extent hampered by
the lack of data on failure distributions.
The available data in most cases involved com-
ponents of obsolete technologies. Where data
were available, the sample size was not



sufficiently large to define the critical re-
aion of the lower tail of the distribution as
precisely as we would have liked. Although
the assumed distributions, normal and log-nor-
mal, were good fits in some cases, this was
not always true. It is hoped that in the fu-
ture, when parts are tested in a radiation
environment, some consideration will be given
to obtaining not only failure levels, but also
failure distributions as well. Enough parts
should be tested so that the lower tail of the
distribution is well-defined.
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Figure 2. Graph of RII ~ TMR, Log Normal Distribution, Gamma
Dose Rate Environment, RCA T8007 Transistor
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Figure 3. Graph of FM - TMR, Log Normal Distribution, Gamma

Dose Rate Environment, RCA T8007 Transistor



