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In 2021 has still not been fully addressed by the main open-
source repository services. An In-house development was
conducted to address this, using a modular approach to
building a Python package repository, called "Acc-Py Package
Repository", that enables the creation of a powerful and
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security-friendly repository service using small components.
The solution is not CERN-specific and is likely to be relevant to m atp ’t,, b
other institutes facing comparable challenges. CERN
\ Matplotlib is e library for creating static, animated, and interactiv in Python
\ ) \ / Check out our home page for more informatio
, , , A \ uum Yy
Pa c ka g e Re p OS I to ry Se rVI ce Arc h Ite Ctu re \ A R Matplotlib produces publication-quality figures in a variety of hardcopy formats and interactive environments
\ ifi crdoss platformsBMaltplotlIb car; be useclikiin Python scripts, Python/IPython shells, web application servers,
--------------------------------------- === mmmmmmm === , T dose Install
ACC_Py PaCkage RepOSItory 1 DependenCIeS Programming Language See the install documentation, which is generated from /doc/users/installing/index.r
> o Contribute
CG « Python::3.9 You've discovered a bug or something else you want to change — excellent!
% * Python ;1? You've worked out a way to fix it — even better!
Web Web UI .'C_U' PyPI O 12 Youwanttotellusaboutitfbestofall!
_ ) _ ) @) (pyp| _Org) Start at the contributing guide!
Browser (simple-repository-browser) o
o |
D: simple-repository-browser v2023.9.14.4
0 .
= < Package index
% 3 PyPI.org
®
Q :
pip g Pa((;l:r?lgleelrrfsgs?t(e):;/;ce % ElasticSearch /
D § = Kibana
< O
= %’ e Inspired by PyPl.org and is familiar to every Python developer
«Q . .
S Storage for > e Creates links to documentation, source code and other
= In-house Packages ' supporting information
§ e Can be configured to crawl and index all connected
| Package Upload Service 2 repositories for combined search capabilities
twine (simple-repository-upload) O GitLab o Package details Ul indicates in which of the repositories it has
= veen found (PyPI or in-house)
< \- Presents additional information, e.g. package dependencies
[ C t-Based A h | [ A
omponent-base roac g o ° o o
P.d e PP! Monitoring and Analytics Security-Oriented
lnSI e the In ex SerVIce | | * Eliminates dependency confusion attacks
The implementation is simplified by the creation of * Tracking download and upload actions . Authentication with Gitlab APl and in-
reusable components that represent the abstraction of » Actions correlated with access and authentication | house Role-Based Access Control (RBAC)
an upstream repository. Such an abstraction allows . In_formatlon stored In an IELK gtack share_d with oth_gr_ services . Per-project ownership
components to be chained together in the form of a » Kibana dashboards provide visual analytics capabilities . "Yank" for in-house packages
directed acyclic graph, which progressively enhances — e  "Yank" override for PyPI| packages
repository data or performs operations such as caching s T S 1 e ooms ‘ ,@if'; T .  Flexibility to introduce new measures
and filtering. v === ° ° pyrda3
(pyp¥org) S T e iploots ( Dependency confusion is a type of supply-
S chain attack whereby a software installer script
1 -I -d- ; oSS rmmm T # """ , L — Sz - is tricked into downloading malicious code from
naex Service ‘ . , = : . . . . .
| : . P o © oo a public repository instead of the intended file
1 (simple-repository) : Remote repository o wmm 1140965 ¢ cronse _p P y _ _
| - gateway . o —— - " f with the same name from an internal repository.
w2 In other words, having two repository
; ¢ ; - e w 595 | ' | sources, public and private, poses a
I pe————————— N A | = I @ = * Qo | ‘“ |‘ “N “| “\I“m "“““ security risk, when the installer has to prioritize
! 5 LOC-aI|St0rag§ ! cache ! Tl T 1094 - A the source. Reducing upstream options to a
| Of(ipeﬁlzist\:ﬁor;'ﬂfss)é I \_ ' ) single private feed is one of the possible
: (o T BIRITERIEE) P l """ ; y mitigations that has been implemented here.
I I
A A N . _
: ; Local storage : Remote distribution : Problem: Solution:
i (in-house packages) : merger : : < > >
[ i : . . [ CERN some-internal-package-1.0 Cm some-internal-package-1.0
.......................................... Esssssgusssssssssssssannnnnnnnnnnnnnns my - package 0.1.1 \ my - package 0.1.1
] 1 /. 7/
' b ' [ &
1 PECCERCECE. STERERCITEREETERER SEREETERD : I rules ‘\x
I : Download prlorlty E i g (BD some-public-package-1.0 g h EJ‘ someagkglecngcgage 0
I selector (dependency I | neec” my-package-2.0.0 iE e
i : confusion mitigator I > pip install my-package > pip install my-package
| E .......................... .g. ....... ). ...: 1 \ /
] ¢ I
. SSSSOORN Asssssmsseees : : ~ ™\
: i Metadata file : : o
: i generator ' Usable by Other LabOI’atOI‘IeS
I ------------------------------ I
I l - e . . . .- . . . .
. —— + ........ : : The initial prototype has been published on GitHub under an MIT licence and it is hoped that it will trigger interest
: i "yank" ' from other parties that have similar operational needs. With sufficient collaborative interest, there is potential for
. . I . . . .
T njector ¢ . the project to be openly developed, and to power Python package repositories across many domains.
L I ]
PEP-503/PEP-691 PEP-658
(Distribution details & (Distribution details) . . - -
project s 0 https://github.com/simple-repository
pip / Web U
N\ J /

Contact: ivan.sinkarenko@cern.ch, philip.elson@cern.ch ICALEPCS 2023 / THPDPOG7




