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Goals

Create a COLLABORATIVE space where attendees exchange:
§ return of experience
§ best practices
§ methods and tools

Identifying expertise among institutes which can foster collaborations
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Attendees

57 attendees
28 Institutes
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Technology trends

IEC 61499 standard 
and an industry 
implementation: 4DIAC

Dr. Alois Zoitl



A domain-specific modeling language which provides real-
time capabilities, determinism, decentralized architecture 
and dynamic reconfiguration.

Function Blocks extended with event interface 
Pure event-driven execution model 

Data types based on IEC 61131-3 

IEC 61499
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Function block

Distribution modelGraphics courtesy of A. Zoitl



Institutes 
presentations
• ELETTRA (Italy)
• IHEP CAS (China)
• NCBJ (Poland)
• ORNL (USA)
• ALBA (Spain)
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(1) PLC Hardware upgrades
Challenges
- How can I determine whether my 
installation is reliable or not?
- How can estimate the service life?
- When should I migrate and why?
- What can I do to delay the end of life?
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(2) Quality assurance: CI/CD on PLCs
Software engineering 
paradigm brought to the PLC 
domain

Common approach for all PLC 
vendors: wrap API (S7, TIA or 
Unity) with a high-level gRPC 
service

Automated testing
(PLC interface by OPC-UA)
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gRPC: open source universal RPC framework
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(3) Quality assurance: PLCVerif
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Property failed

Trace leading to the violation

Specifications

Automata, Timed automata, 
Petri nets, etc.

PLCVerif an open-source tool.
Application of formal methods to verify the PLC critical code (e.g. interlocks, safety instrumented 
systems, process control functions…)

Temporal Logic
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More information

Workshop page
https://indico.cern.ch/e/PBCS-21
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