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Introduction
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 Linac, 1.5 GeV Ring ready
 Beamlines: 
• PEEM/XAS commissioning
• UARPES commissioning
• PHELIX construction started
• XMCD construction started
• 4 beamlines in pipeline

 Kraków, Poland

 SOLARIS is a part of 
CERIC-ERIC

 SOLARIS is a little
brother of MAX IV

 Active network ports > 1000
 Virtual Machines > 150 
 Tech: 

 Extreme Networks
 Juniper
 Fortinet
 Dell
 VmWare 6.5
 Solarwinds
 Flowmon

 Solaris total staff : ~ 50 



Real life scenarios

1. Machine Protection System - PLC network

2. Traffic separation based on device type

3. Device – Device Server – Control Room

4. Diagnostics devices - traffic producers

5. Traffic flow based monitoring

6. Local network issues diagnostics with TAP
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Machine Protection System – PLC network

• MPS based on 
Rockwell Automation PLC

• RA CPUs communicating with IOs using dedicated 
vlans (e.g. plc-linac) in common network

• CPU <--> IO communication in 20ms cycle 
(CPU sends request, IO processes data, IO sends 
response) 

• In case of lost communication between CPU and IO, 
interlock stops entire machine
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Machine Protection System – PLC network

• Bad approach : PLC traffic aggregated with other 
traffic in shared FO 1GBit/s links

• Random „lost communication” interlocks on PLC IO 
modules due to bursty traffic from other sources 
and possible congestion. No help from prioritizing 
traffic.

 TIP: make separate FO connections and dedicated 
network switches for interconnecting PLC CPUs and 
IOs

 Result: No further interlocks observed
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Traffic separation based on device type

• Multiple types of devices attached to network

• Power supplies for magnets
• Ion pumps controllers
• Scopes, diagnostics systems
• RF systems
• Timing system
• PLC

• Multiple Tango9 device servers running on virtual 
machines
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Traffic separation based on device type

• Ion Pump Controller and Modulator in I-K03 section
• Control Room workstation
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Traffic separation based on device type

• T9-RF-RING virtual machine traffic
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Traffic separation based on device type

• T9-DIA-CAM virtual machine traffic
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Traffic separation based on device type

 TIP: make the logical separation using 802.1q 
vlans for each subsystems. Example: vac-linac, 
mag-linac, rf-linac, dia-linac, vac-ring etc.

 TIP: Attach virtual machines with Tango9 devices 
servers to the same vlan as controlled subsystem

 Result: Better control of traffic patterns and 
isolation of possible issues
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Device <–> Device Server <–> Control Room
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Gamma SPCe
I-K03CAB05-VAC-IPCU1

Physical Device

Device Server process
GammaSPCe VAC-LINAC-K03

Virtual Machine

Operator’s GUI

Control Room workstation

• Devices (e.g. power supplies) exchange traffic with Tango9 
device servers running on virtual machines

• Operator’s Tango9 apps run on control room workstations 
communicating with device servers

• Tango9 apps use polling or event based communication implementing 
publish/subscribe pattern



Device <–> Device Server <–> Control Room

 TIP: make the shortest logical and physical 
network path between device servers and GUI apps 
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Device <–> Device Server <–> Control Room

 TIP: make the shortest network path between VM 
with device servers and physical devices

ICALEPCS 2017, Barcelona



Diagnostics devices – huge traffic producers

• Example: Bassler cameras producing huge traffic 
during beamline conditioning

• Default settings:
• Resolution: 1280x1024
• Bits per pixel: 12 (in real: 16bits)
• FPS: no limit (in real: 40)
• Traffic: ~ 900 MBit/s

• Pylon or LimaCCDs Tango9 device server are used to 
manage 5 cameras during conditioning
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Diagnostics devices – huge traffic producers

• Problem: huge traffic volume can not be handled 
correctly by 1Gbit interface and apps on beamline 
workstation

 TIP: Reduce traffic by setting acceptable quality 
parameters:

 Resolution: 640x512
 Bits per pixel: 8
 FPS: limit : 25
 Traffic: ~65 MBit/s

 TIP: Enable Jumbo frames (mtu:9000) for bigger 
resolutions to get smooth camera view
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Flow based monitoring

• Each communication between two network attached   
devices can be regarded as flow

• Flows can vary in duration, traffic volume, usage 
of multiple ports

• Networking devices can produce information on 
flows and send it to flow collector via NetFlow, 
IPFIX, sFlow or jFlow protocols
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Flow based monitoring

• NetFlow v9 and IPFIX are most popular protocols 
for traffic flow base monitoring

• Tango9 based control system generates multiple 
flows : device servers talkig to devices, gui apps 
talking to device servers, archiving systems 
polling for data etc.

 TIP: use flow monitoring software to analyze 
Tango9 flows and identify error-prone parts of 
system

 TIP: use Anomaly Detection Systems to identify 
deviations from „normal” traffic
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Flow based monitoring – Anomally Detection

• Example of unsucessfull connections between 
control room workstations and timing system event 
receiver – topic for further investigation
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Local network diagnostics with TAP 

• Network issues can be tracked in place where 
device is attached by using port mirroring / SPAN 
to monitor traffic with e.g. Wireshark 

• Port mirror/SPAN do not replicate corrupted 
frames, so not all traffic can be seen

 TIP: use network TAP between device and switch and 
monitor entire traffic including malformed frames
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Quick Summary

• TIP: Monitor, analyze and understand your 
traffic

• TIP: Redesign your network infrastructure 
to comply with your traffic patterns
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