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Help, We’ve been Hacked…!
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ICS Cyber Threats
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ICS Cyber Threats
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ICS Vulnerabilities Stats…

13 MARS 2013Source : Security Trends & Vulnerabilities Review – ICS - 2016

Number of vulnerabilities in ICS components (by vendor)

Vulnerabilities in various ICS components

Top Level :
SCADA & PLCs

Total number of vulnerabilities discovered in ICS components
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2008 : Attack on the BP Baku-Tbilisi-Ceyhan Turkish Pipeline

12 OCTOBRE 2017

• Combined physical and cyber attack
• Attack through the wireless network
• Security alarms disconnection
• Survey cameras disconnection

• Defense in Depth
• Physical access improvement
• Use of network layers

• Securing wireless and camera networks

 Equipment destruction (20 days of indisponibility)
 More than $1 Million loss
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2008 : Emergency Stop in a Nuclear Plant (Hatch Georgia)
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• Computer update
• System restart
• Plant connection, synchronization
• Control system’s data set to zero for a 

brief moment…

• Setup of updates protocoles
• Network separation between critical

systems and Data Servers
• Strong partnership with software providers 

on updates consequences
• Updates tests protocoles 

 plant’s Unit 2 set into automatic shutdown 
for 48 hours

Unintended consequence of 
a contractor update
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2015 : Chemical Settings Change at Water Treatment plant
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• SQL injection and phishing
• Login credentials stored on the frontend

Web server 
• Unpatched Web vulnerabilities exploitation
• Same computer managed SCADA and Web 

Services

• Network separation between SCADA and 
payment apps

• Strong authentication
• Regular analysis of Web exposed apps

 Hackers manipulated the PLC’s that 
managed the amount of chemicals used to 
treat the water to make it safe to drink

• Hackers took control of the 
Payment App.

• Manipulation of the SCADA 
with no Knowledge of the 
System



2013 : Target  40 Million Credit Cards Stolen
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• Trojan Horse (BlackPos) delivered in an email
• Attack through a small heating and air conditioning 

firm in Pennsylvania
• Direct communication with the point of sale servers 

through the core network

• Efficient protection belong the Payment Card Industry Cert.
• Strong authentication for the distant access
• Network separation
• Use of a Security Operation Center (SOC) for alarms

detection and analysis

 40 Million Credit cards sold on the black market
 $200 Million refund from Banks
 High-ranking employees lost their jobs including the CEO

Source : Case Study: Critical Controls that Could Have Prevented Target Breach, SANS Institute Stéphane PEREZ| ICALEPCS October 2017 |  PAGE 12
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Target Hack Consequences
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Cyber Security Jobs 
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States and Labs are Concerned…

13 MARS 2013
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States and Labs are very Concerned…



How to deal with security ?

13 MARS 2013 Stéphane PEREZ| ICALEPCS October 2017 |  PAGE 16

• Defense in Depth

• USB Key handling

• Outsourcing Management



Defense in Depth

SCADA Network
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Defense in Depth

SCADA Network

Intrusion Prevention
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Defense in Depth

SCADA Network

Intrusion Prevention

Critical Assets
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Defense in Depth

Firewall SCADA Network

Intrusion Prevention

Critical Assets
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Defense in Depth

Firewall

Credential Authority

SCADA Network

Intrusion Prevention

Critical Assets

No 
Way !
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13 MARS 2013

The Brand New USB Killer
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The Brand New USB Killer
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How Does People React ?

Nearly 300 Flash Drives Test Dropped in a Large University Campus*…

*University of Illinois, Urbana-Champaign campus, 2015
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A simple $35 USB Test…

Files Transfer .pdf
.pptx
.docx
.xlsx
…

Trusted USB Key
Raspberry or Portable Device
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The Device Stays @ Home !

Managing Third Party Portable Devices
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SOC and Data Analysis for What ?
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Log Survey for
- Realtime mapping
- Non authorized computer detection
- Account profiling
- IP spooffing and analysis
- Incident reports
- Protocol analysis
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CEA IVRE Analysis Toolkit

13 MARS 2013

(in French): IVRE, il scanne Internet.
(in English): Know the networks, get DRUNK!
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Why are Attacks so Successfull
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• Password Policies are too weak
• Systems and Apps are not regularly Updated
• Weak balance between regular users and Admin accounts
• Balance between Money and Security  Money often wins…
• There is no separations between networks
• No access restrictions (devices)
• Outsourcing is not controlled
• Remote working is not controlled, including wifi
• Many recommendations but not enough users training 
• No SOC
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Do Not…

…Modify Procedures

Man

Procedure

Technology

This door
must always

Stay
CLOSED

…Use bad Configuration for your Firewall
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Read…
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ANSSI, 9 points Guide1 (…and 40 more detailled rules

1: Education

2: Knowledge of the System and Users

3: Authentication and Access Control

4: Secure Configurations for Terminal Devices

5: Secure Configurations for Network Devices

6: Secure Configurations for Administration

7: Remote Access Management

8: System Update Management

9: Survey, Monitor, React
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The 20 Critical Controls2

1: Inventory of Authorized and Unauthorized Devices

2: Inventory of Authorized and Unauthorized Software

3: Secure Configurations for Hard and Soft on Mobile Devices, Laptops, WS, and Servers

4: Continuous Vulnerability Assessment and Remediation

5: Malware Defenses

6: Application Software Security

7: Wireless Access Control

8: Data Recovery Capability

9: Security Skills Assessment and Appropriate Training to Fill Gaps

10: Secure Configurations for Network Devices such as Firewalls, Routers, and Switches

11: Limitation and Control of Network Ports, Protocols, and Services

12: Controlled Use of Administrative Privileges

13: Boundary Defense

14: Maintenance, Monitoring, and Analysis of Audit Logs

15: Controlled Access Based on the Need to Know

16: Account Monitoring and Control

17: Data Protection

18: Incident Response and Management

19: Secure Network Engineering

20: Penetration Tests and Red Team Exercises

1 : Guide d’Hygiène Informatique, ANSSI, 2017
2 : SANS Institute 2014c



Recommendations

13 MARS 2013

• Use National and Labs Standards for ICS and Cybersecurity (NIST, SANS, ANSSI, 
CERN CNIC Security Policy for Controls…)

• Be carefull with non trusted USB Keys

• Be aware of contractors and sub contractors computers

• Use a SOC for ICS Supervising

• Write and maintain Security Systems Reports
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Hackers Through the Ages
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The question is not to know IF but WHEN you’ll be hacked…
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