
Stuxnet: Dawn of a new era
…about the hype & consequences of Stuxnet

Dr. Stefan Lüders (CERN Computer Security Officer)
ICALEPCS2011

Grenoble (France), October 11th 2011



Dr. Stefan Lüders (CERN IT/CO) ― DESY ― 20. Februar 2007“Stuxnet: Dawn of a new era” — Dr. Stefan Lüders — ICALEPCS2011 ― October 11th 2011

Overview

Disclaimer:
This presentation is based on info from (trusted) third parties.
Nobody who was involved ever commented on this.

Protective Measures

Pandora’s Box
has been opened!

The Workings
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Natanz, we have a problem.



Dr. Stefan Lüders (CERN IT/CO) ― DESY ― 20. Februar 2007“Stuxnet: Dawn of a new era” — Dr. Stefan Lüders — ICALEPCS2011 ― October 11th 2011

Natanz, we have a problem.



Dr. Stefan Lüders (CERN IT/CO) ― DESY ― 20. Februar 2007“Stuxnet: Dawn of a new era” — Dr. Stefan Lüders — ICALEPCS2011 ― October 11th 2011

Natanz, we have a problem.



Dr. Stefan Lüders (CERN IT/CO) ― DESY ― 20. Februar 2007“Stuxnet: Dawn of a new era” — Dr. Stefan Lüders — ICALEPCS2011 ― October 11th 2011

Natanz, we have a problem.



Dr. Stefan Lüders (CERN IT/CO) ― DESY ― 20. Februar 2007“Stuxnet: Dawn of a new era” — Dr. Stefan Lüders — ICALEPCS2011 ― October 11th 2011

Natanz, we have a problem.



Dr. Stefan Lüders (CERN IT/CO) ― DESY ― 20. Februar 2007“Stuxnet: Dawn of a new era” — Dr. Stefan Lüders — ICALEPCS2011 ― October 11th 2011

The Workings of Stuxnet (I)
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The Workings of Stuxnet (I)

► An infected USB stick was infiltrated
into the plant either by malicious act
or through social engineering. 

► Once inserted into a Windows PC, the stick
tried to compromize the O/S with up to
4(!) zero-day exploits (worth >$100k).

► There were 4-5 evolutions starting 6/2009.
► Infected 100.000 PCs (60% Iran,10% Indonesia).
► Using “rootkit” technologies and two stolen 

certificates, it hid from being detected.
► It tried to infect other hosts and

establish a P2P connection “home”.
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The Workings of Stuxnet (I)

► An infected USB stick was infiltrated
into the plant either by malicious act
or through social engineering. 

► Once inserted into a Windows PC, the stick
tried to compromize the O/S with up to
4(!) zero-day exploits (worth >$100k).

► There were 4-5 evolutions starting 6/2009.
► Infected 100.000 PCs (60% Iran,10% Indonesia).
► Using “rootkit” technologies and two stolen 

certificates, it hid from being detected.
► It tried to infect other hosts and

establish a P2P connection “home”.

So far, nothing new:
A standard,

but expensive virus!
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The Workings of Stuxnet (II)

► Stuxnet then checked the local configuration
looking for the presence of Siemens
PCS7/STEP7/WINCC SCADA software.

► If so, it copied itself into the local
STEP7 project folder (to propagate further). 

► It replaced the S7 communication libraries
(DLLs) used for exchanging data with a PLC.

► Stuxnet can now manipulate values to be
send to the PLC or displayed by the SCADA.

► If not, Stuxnet got idle and would expire on 2012/06/24.

Stuxnet is now the
“Man in the Middle”

controlling the communication 
between SCADA & PLC.
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The Workings of Stuxnet (III)

► Next, Stuxnet was
“fingerprinting” connected  PLCs.

► If right PLC configuration, it
downloaded/replaced code
between17and 32 FBs & DBs.
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The Workings of Stuxnet (III)

► Next, Stuxnet was
“fingerprinting” connected  PLCs.

► If right PLC configuration, it
downloaded/replaced code
between17and 32 FBs & DBs.

The “Man in the Middle”
made everything looked fine 

at the SCADA level…

This code varied the 
rotational speed of the 

centrifuges over months 
wearing them out and  

inhibiting uranium 
enrichment.
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The Workings of Stuxnet (III)

► Next, Stuxnet was
“fingerprinting” connected  PLCs.

► If right PLC configuration, it
downloaded/replaced code
between17and 32 FBs & DBs.

The “Man in the Middle”
made everything looked fine 

at the SCADA level…

This code varied the 
rotational speed of the 

centrifuges over months 
wearing them out and  

inhibiting uranium 
enrichment.
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Déjà vu?
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…but we had this before!
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Protective Measures (I)

► Deploy a Defense-in-Depth protection

► Establish security cells on your network
► Forbid usage of USB keys or use Epoxy ;

restrict usage of CDs, open shares & DFS
► Teach your experts about “Social Engineering”
► Screen your experts: alcohol/drugs,

financial, psychological/social/family, … 
► Patch, patch, patch…

…and run up-to-date antivirus software
(wouldn’t have helped here )
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Protective Measures (I)

► Deploy a Defense-in-Depth protection

► Establish security cells on your network
► Forbid usage of USB keys or use Epoxy ;

restrict usage of CDs, open shares & DFS
► Teach your experts about “Social Engineering”
► Screen your experts: alcohol/drugs,

financial, psychological/social/family, … 
► Patch, patch, patch…

…and run up-to-date antivirus software
(wouldn’t have helped here )

Apply Defense-in-Depth!!! 
…and follow a standard.
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Protective Measures (II)

► Scan you PLCs on
vulnerabilities & robustness

► Lock down the PLC configuration:
Enable firewall, disable unneeded services

► Enable PLC intrusion detection

Talk to your vendor!
Accept the residual risk.
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(My personal) Conclusions

Stuxnet was the wake-up call... but for whom ?
► Attackers and researchers are now poking around control system security
► The media is creating a hype and call out the “Era of Cyber-War”
► Security companies enter in the belief knowing control systems well

Vendors are now open to act and users to demand 
► Note: this was not against Siemens, they just happened to be involved 

Choose a standard and follow it.
Get all stakeholders involved:
controls experts, IT/security experts, vendors.

Control System Cyber-Security
is now / must now be taken seriously.
Defense-in-Depth is the key!!!
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Merci beaucoup!!!


