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Securing a Control System:
Experiences from ISO 27001 Implementation
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Introduction

Recent Incidents have emphasized the importance of
security and operational continuity for achieving the
quality objectives of an organization, and the safety of
Its personnel and machines. However, security and
disaster recovery are either completely ignored or
given a low priority during the design and
development of an accelerator control system, the
underlying technologies, and the overlaid applications.
This leads to an operational facility that iIs easy to
breach, and difficult to recover. Retrofitting security
Into the control system becomes much more difficult
during operations.
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Objective

The Electronics Department at NSCL wanted to
address security in a holistic manner, and decided to
Implement ISO/IEC 27001 Information Security
standard. The ISO/IEC 27001 standard and the related
code of practice (ISO 27002) cover a broad set of
topics such as risk assessment, asset management,

human resources, physical security, communication

application development and

disaster
and

and operations,
maintenance, access control,
security incident management,
regulatory compliance.

recovery,
legal and
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L essons Learnt

» Start Small. Implement. Expand.
» Not Necessary to Include Whole of IT

» Leverage Existing Management Systems: 1SO 9001,
18001, 14001 etc

» Reserve Resources, If Possible
» Management Support is Crucial
» Needs Support From Every Unit in the Organization

Challenges

» Research and Education Environment
» Organizational, Infrastructure Changes

» Implementing Secure Software Development
Practices

» Interest Level: Non-technical and Mundane Work
» Technical

Control Net: No Encryption, Authentication, Authorization
Cabling, Password Aging, Employee Agreements

Conclusion

» Completed: RA, Documentation, Registrar

Selection

» Expected Date of Certification: Jan 2012
» Effort: ~1000 Person Hours Planned. ~800

completed
» Provided Insights

0 Risks and Threats

» Improved Network, Database, Application Design




