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|
09:05-09:30 (00h25"  [11] Cyber-Threats, Cyber- N

Vulnerabilities, and Cyber-Risks Dr. Stefan LUEDERS (CERN)

09:30-10:00 (00R30"  [2] Network and computer security in the

Fermilab Accelerator Control System Tim ZINGELMAM (Fermi National Accelerator Lab)

10:00-10:30 (00h20"  [5] Control System Cyber Security
Measures at the Advanced Photon Ms. Deborah QUOCK (Argonne National Laboratory)
Source

10:45-11:15 (00h207  [12] Perspective on secure network for

control systems in SPring-8 Dr. Toru OHATA (JASRI/SPring-8)

11:15-11:45 (00h20"  [6] Update on the CERN Computing and

Network Infrastructure for Controls Dr. Stefan LUEDERS (CERN)
{CNIC)
11:45-12:15 (00h30"  [7] Remote Access to Alice Peter CHOCHULA (CERN)

http://indico.cern.ch/conferenceDisplay.py?confld=13367
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09:05-09:30 (00h25")

[11] Cyber-Threats, Cyber-

Vulnerabilities, and Cyber-Risks

-~

Dr. Stefan LUEDERS (CERN)

09:30-10:00 (00h30")

[2] Metwork and computer security in the
Fermilab Accelerator Control System

Tim ZINGELMAM (Fermi National Accelerator Lab)

10:00-10:30 (00h30
14:00-14:30 (00h30")

[15] SLAC Controls Security Overview

Terri LAHEY (SLAC)

14:30-15:00 (00h30")
10:45-11:15 (00h30

[4] Role Based Access Control for the
Accelerator Control System at CERN

Mrs. Suzanne GYSIN (FMNAL)

15:00-15:30 (00h30")
11:15-11:45 (00h30

[10] WARCS -Wide Area Remote Control
for SPring-8

Dr. akihiro YAMASHITA (SPring-8)

15:45-16:15 (00h30")
11:45-12:15 (00h30

[8] Secure Remote Operation of Light
Source Beamline Controls with FreeNX

Mr. Zhijian YIN (Brookhawven National Lab)

16:15-16:45 (00h30")

[14] Accelerator Control-System
Network Security at Diamond Light
Source

Dr. Mike LEECH (Diamond Light Source)

16:45-17:15 (00h30")

[13] Control System Cyber-Security in
Industry

Dr. Stefan LUEDERS (CERN)

http://indico.cern.ch/conferenceDisplay.py?confld=13367
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APS Control System

Accelerator 10C

B Linac, PAR, Booster and Storage Ring

— 80 Workstations (Solaris, Linux, Windows, Apple Mac)

—  Approximately 300 distributed Input/Cutput Controllers {10Cs)

—  EPICS supervisory rea-time controls software is interfaced by 98 PLCs, FPGAs, and Johnson Controls
distributed control systems

—  More than 30,000 replaceable hardware components

—  Ower 100,000 |DC points that are monitoring and controlling more than 450,000 technical parameters

Mearly 700 unigue control system software applications
B Beamlines

—  Beam diagnostics control roughly 80 X-ray beams simultaneously with =500 ultra-high resclution beam
position monitors, each resolving beam motion to a fraction the size of the period at the end of this
sentence.

—  Mearly 100 remote computers collect data from the 500 monitors & re-steer the X-ray beams 1,500 times
per second




Variety & Diversity in Products
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Vulnerabilities ARE fact !

“CNIC Status Report Dr. Stefan Liiders — {CS)2/HEP Workshop — October 14th 2007
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" 220-] Welcome to this fine str0

N 220-| Today is: Thursday 12 January, 2006
220-|

i 220—| Current througput: 0.000 Kb/sec
220-| Space For Rent: 5858.57 Mb
220-|
220-| Running: 0 days, 10 hours, 31 min. and 31 sec.
220-| Users Connected : 1 Total : 15
220-|
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Management buy-in !
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|l. Balancing Risks vs. Usability

= Reducing disruption to operations by cyber

threats is important, however, reducing
disruption to operations by cyber protections is
also very important!

= More accelerator downtime due to effects of
cyber protection than from cyber attacks

- 4—] Fermi National Accelerator Laboratory | g
v ACCELERATOR DIVISION |




| Fermi National Acce
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Machine Protection Systems and (HW) Interfaces
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Defense-In-Depth
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Ground Rules for Cyber-Security

CNIC Status Report” — Dr. Stefan Liiders — (CS)2/HEP Workshop — October 14th 2007
Separate controls and Use centrally managed systems
campus networks wherever possible

» Reduce and control » Ensure prompt security updates:

inter-communication applications,

» Deploy IDS anti-virus,

» Apply policy for 2{‘2
remote access i
Deploy pr0|;>t=.'rI Make
access contro security

» Use strong

authentication and sufficient logging an objective

» Ensure traceability of access » Security training
(who, when, and from where) » Management buy-in
» Passwords must be kept secret: » Bring together

beware of “Google Hacking” IT and Controls experts
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Security Layers in ALICE DCS

* Which resources are
accessible from where?

* Which roles are granted
to current user?

Authentication and
authorization at the
level of control
system

Access control at
the level of
network

Deploy
access (

Authentication at
the level of OS

Authorization at
the level of OS

* Who can logon where?

* Which applications can be
started?
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Security Layers in ALICE DCS
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Conclusion

¥ Security of the worst node can cause
problems for all — real or perceived

F Implement secure computers, networks and
practices using local experts that work with
central experts.

¥ Build secure architecture - know what is
happening on your systems/network

k Create good procedures, and revise as
needed

Deploy

* Which appli
started?

October 14, 2007

Eontrolf Svstem Cvber-Securit Workshop
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Cybersecurity Requirements at BNL:
Perimeter Defense
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Cvbersecuritv Reauirements at BNL:

AD Enterprise 1.3 ENAL
10-4-07

AD border-2

AD border-1

AD Backbone

AD firem.ralI-se:cc:ndarg,.r

AD firewall-primary

e Illl" J

Failover Serial Cable

Failover Gigabit Link

. Stefan Liiders et al. — ICALEPCS — October 15th 2007

AD controls AD general
subnet dmz2 subnet
private
- a v-ad-3030
Outback Qutland
DB servers DAE/DPE Web Server Netlog  Print SQrver Web Server

MCR consoles

Wireless APs
Linux Cluster Fronte nds l@ @

F:Ie server

KDC
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Cvbersecuritv Reauirements at BNIL:
AD Enterprise 1.3 FNAL

10-4-07
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Control system cyber-security workshop at Knoxville, USA
October 14, 2007
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OFFICE
[

PRIMARY

BEAMLINE

Dual Homed Servers:

SSH Bastion: Allows remote access during shutdown and emergency
remote access during operation to fix faults

EPICS Channel Access archiver: Allows office access to archived data.
Bootserver: Allows office read-only access to software (3.14).
lgnal Database: Allows access to ELog, cable schedules etc

.diamond
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Remote Access to the DCS Network

Access to ALICE DCS is based on application
gateways
No direct logon from outside
1. User logs into the gateways
2. From the gateway user logs into the
destination host

CERN Network (GPN)

Internet
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DCS Networ

Statistics on IPS

~300 incidents/year

80 M suspicious host
70 miss setting
M identifiegyworm
60
e recommend IPS!!

“Pewver suspicious hoSts, shutdown_period in SPring-8

ep- Oct- Nov- Dec- Jan- - Mar- Apr- May- Jun- Jul-
04 04 04 04 04 05 05 05 05 05 05

number of quarantined host

Most incidents had shown undesirable behavior such as sweep port scan

When checked “quarantine list” and go to the host, we found “Trojan Horse”

i A pattern string for detection worm is simple.
The detection strings of Sasser worm is “\\sarpc$”.

Control system cyber-security workshop at Knoxville, USA
October 14, 2007
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Statistics on IPS

~300 inci¢

b |
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miss setting
M identifi WOorm TT]

e recommend IPS!!

wer suspicious hogts, shutdown period in SPring-8

IR iromjutsinex

ep- Oct- MNov- - - - Mar- Apr-
04 04 04 04 05 05

number of quarantined host

Most incidents had shown undesirable behavior such as sweep

When checked “quarantine list” and go to the host, we found “T

i A pattern string for detection worm is simple.

The detection strings of Sasser worm is “\\sarpc$”.
Control system cyber-security workshop at Knoxville, USA & n r 0 l e c l e d '
Oclober 14, 2007
|
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V. Access Options

= VPN

» Software client, controls ‘key’ & login required
» Authenticated & time limited network access
» Remote system becomes a ‘Controls’ node

» Full inbound and outbound firewall restrictions apply
(no ‘split tunnel’) all traffic is ‘inside’

» Still requires further login to get command line access
or to start a control system console

4= Fermi National Accelerator Laboratory |
aF n o

| ACCELERATOR DIVISION




Remote Access Tools
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VNC (Virtual Network Computer)

« Screen sharing program
« With multiple users (not only 1-1, 1 to many)]
Free

Multi platform

« Not only Win, Mac, UNIX but also PDA
Open standard

« Many implementation

« Ultr@VNC for Win

« Shrink large screen to fit small screen
« 20" screen into 11" note PC's screen

Image compression level can be selected.

« Select by connection condition.
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: The TSSHELL

Standard Windows Shell TSShell

|y —

_ User can interact with User cannot interact with
i FF__-rmi Na System in several ways system — TSSHELL is the
only available interface

L
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Remote Operations with NX:
= Putting together

| ~x-lsreq N =1o] x| . Create ssh tunnel:

remote host port 22 map to localhost: 3322
through ssh gateway,
NOMALCHINE ssh -L 3322:Isx21pc.nsls.bnl.gov:22

zyin@ssh.bnl.gov
General ]Advanced |Semces IEnvironmeni;'; Y @ g

= Leave the terminal
Host [localhast Pot [3322 RS HE I RIR SUPER

I Remembermypassword  Key. « Configure NoMachine NX client
Deskiop- : localhost port 3322

| Unix x| [anoME  +]

X
MODEM ISDN  ADSL WAN LAN

Setlings

| Fermi Na

Display
1024x768 =] wi[eoo 4 H [poo 3

~ Use defaultimage encoding

" Use custom settings MModify.
Delete I




i

| Fermi Na

| 7 ¢ - lrea

NOMACHINE
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standards

Putting together

General ]Advanced [ Senvices 1 EmrironmenlJL

Senser

Host |Iocalhos1 Port |3322
[~ Remember my password Key...

Deskiop

| Unix | [anomeE  +]

'
}

MODEM ISDN  ADSL WAN  LAN

Display

1024x768 | w oo & H[eon 4

~ Use defaultimage encoding

" Use custom settings

poivte | cove [0k conce

=10 %]

Remote Operations with NX

Create ssh tunnel:
remote host port 22 map
through ssh gateway,
ssh -L 3322:Isx21pc.ns

zyin@ssh.bnl.gov

Leave the terminal op
Configure NoMachine
localhost port 3322

lHKe'U BN =

~UNCilev:

INS10eSSH)I

teriminal
SEHNEHOI

mcustomizet

remoteKivialSShl




Install...

» Centrally managed OS & SW
» User applications

» Automatically &
network-based

» On many PCs in parallel

Configure...

» Look & Feel
» Access rights & restrictions |5 |

Full remote control of...

vy

v

Configuring
Installation
Patching
Rebooting
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... this works even for oscilloscopes !!!
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Central Installation Schemes

Install...
» Cent
» Usel

. Autc = Linux systems use Site autoYUM service for OS

netw and Applications and Site MIT Kerberos
& Ot

V. OS/Application Layer Protection

Configur . Windows systems use Division patching
s (Lot services and Site WW2K Domain, plus Control

» Acce A .
System Anti-Virus service
Full rem
- fg: = FreeBSD and Solaris systems use ‘portaudit’
e and vendor email notification — these systems
. Reb have ‘professional’ administrators

- 4—] Fermi National Accelerator Laboratory | s
v ACCELERATOR DIVISION |
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Central Installation Schemes

Install...
» Cen
» Usel
» Autc = Linux ¢
netw and A
o | Patch management
Configur :
+ Look quo » Windows update, anti-virus software update
Service server
» Acce
Syster — push patches into clients
Full rem Target: daq front-end with LabVIEW, Oscilloscope,
» Conf = FreeB etc.
» Inste - -
o and ve e Linux mirror servers
" ‘ — YaST mirror of SUSE Linux Enterprise 10
. R have _ )
— apt mirror of Ubuntu and Debian
Target: operator consoles, daq front-end, etc.
# | Fermi National Accelera
| AR Control system cyber-security workshop at Knoxville, USA
‘ October 14, 2007



“Summary on the (CS)2/HEP Workshop” — Dr. Stefan Luders et al. — ICALEPCS — October 15th 2007

__ | Do
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o T ‘ Patch managemen .
conigur . I0KLINUX{E
o ol Wlnc_io » Windows update, anti-virus software ks
Service server
» Acce —
Syster — push patches into clients WI “ [l ows
Sl Target: daq front-end with LabVIEW, Osg T
v G . Fl‘eeB etc.
» Inste : :
e and ve e Linux mirror servers
. Reb have

— YaST mirror of SUSE Linux Enterprise 1 -
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Target: operator consoles, daq front-end

u ]
Control system cyber-security workshop at Knoxville, USA
Oclober 14, 2007 |
[ |
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Web-based Controls Applications
- Security Strategies

m Web Server

—  Secure Web server, HTTPS
+ Defer session hiacking
« HTTPS uses Secure Sockets Laver (55L) fo encryot the request and responss

B User Authentication

—  LDAP, Lightweight Directory Access Protocol

« Standard for carmmunicating record-based, direcfory-like data befwesn programs
— 550, Single Sign-0n service

« Swun Java System Access Manager (afso provides for real-time auditing)

m PHP

—  Message-Digest algorithm 5 (MD5) cryptographic hash PHP function
+ Transfer user authenticated phrase

—  PHPF session feature (PHP-created cookie)
+ Defer session fixation
+ Cusfamze with PHF functions

— session_set_save_handler( ]
—  session_set_cookie_params( )
—  PHF htmlentities{ ) function
+ Prevent cross-sife soriphing altacks
—  PHF mysqgl_real_sscaps_string; )
« Prevent SQL infection
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Web-based Controls Applications

m et Web-based Controls Applications
! - Security Issues

B Use B User authentication and roles

— —  Web site access
— Relational database access

B Web site session fixation
— Force the creation of a known valid session

. ¥ B \Web site session hijacking

— Cross-site scripting

— SQL injection

— Network eavesdropping

—  Unwitting exposure

— Forwarding, Proxies, and Phishing
— — Reverse proxy attack

B Real-time auditing of users’ activities
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Web-based Controls Applications

m Wet Web-bas;d antrols Applications

[ Diamond Controls Group Web Portal = Mozilla Firefox.
File Edit View Go Bookmarks Tools Help

\:;l z E '%‘Jq "-'l\ http:/ / e sy diamond. ac.uk /
H Use B Us
= ik
. ™ A
< v, ¥ r
m We
. PH F Dlamond Controls Group Web Portal
o r\ Click on a link below:
= ¥ m \We * B @ @€
Seven Day Machine Archive  Outlook Web
ELog Status Display Viewer Access
=
= Apache Reverse Web Proxy:

= Enables one web server to provide content from another transparently.

= Gives encrypted and authenticated access to certain internal web pages. Such
as, Elog, archiver, Machine status.

http:/internal.com -> htips://external.com/internal

.diamond



“Summary on the (CS)2/HEP Workshop” — Dr. Stefan Luders et al. — ICALEPCS — October 15th 2007

Web-based Controls Applications

Web-based Controls Applications KM l! PH P!

-S

iz
e e D d Contrels Group Web Portal - MozillaFirefox. ..

File Edit View Go Bookmarks Tools Help

@ - - & S | bt v . diamond. ac.uk/ [¥] @ o [iGL
B Use y y
. 8L f& r

z v, v ar
ann

m \Wet

Diamond Controls Group Web Portal
i r\ Click on a link below:

-
Seven Day Machine Archive  Outlook Web
ELog Status Display Viewer Access
nnn nnn

Apache Reverse Web Proxy:
« Enables one web server to provide content from another tran: i

= Gives encrypted and authenticated access to certain internal
as, Elog, archiver, Machine status.

I SRS
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How does it work?

DEVICE
USERS ROLES™ pROPERIES

RBAC works by giving . ,.
people roles and assigning

the roles permissions to

make settings.

Terminology
Defining roles
Defining permissions

2007-10-15 Suzanne Gysin, RBAC for LHC devices

Honithe
07/Sjlevels=

=thelSCADA
Systemyanu=

manthe
froniendy




Critical Infrastructure Protection e
Standars & ﬁ%@wﬂﬂlﬂi@m&

The Silence of the Lambs
Raising AXWJM&HIJG%
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What about

“Summary on the (CS)2/HEP Workshop” — Dr. Stefan Liuders et al.
Overview

(Too?) Many Standards, ...

ders — {CS)2/HEP Workshop — October 14th 2007

efttational Infrastructure CPNI)

ode of Practice for Information Security Management”
(Int'l Organization for Standardization / Int'l Electrotechnical Commission / British Standard)
(ISO/IEC 17799:2005, BS7799, 1S0O27000)

‘Guide to Supervisory Control and Data Acquisition (SCADA) and

Industrial Control Systems Security”
(U.S. National Institute of Standards and Technology NIST SP800-82)

“System Protection Profile - Industrial Control Systems” (NIsT)
Common Criteria (I1SO/IEC 15408)

‘Cyber-Security Vulnerability Assessment Methodology Guidance”
(U.S. Chemical Industry Data Exchange CIDX)

‘Good Automated Manufacturing Practices: Guideline for Automated
System Seourity“ (Int'l Society for Pharmaceutical Engineering ISPE)

NERC & AGA standards

{North American Electric Reliability Council, American Gas Association)

1

Industry ?

— ICALEPCS — October 15th 2007




What about Industry ?
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Overview

NI - r - .

(ANS . - !
S r »@g} Manufacturers and vendors are part of the solution !
yHil

o » Security demands must be included into orders and call for tenders
=

(Int'l Orgar —_—
(ISONEC 1 . Cyber Security Procurement Language for
» "Guide Control Systems
lsclijets Version 1.6
naustri ;
(U.S. Natio ldoho Nafona LﬂbOm'OfY Authors: Gary Finco, Kathleen Lee, Greg Miller, Jeffrey Tebbe, Rita Wells
3 ” oIS ik et Moy Pertann, Heatior Robrbaugh
» “Systen “Procurement Language” document sy >
» Commc » ... collective buying power to help —
» “Cyber- ensure that security is integrated into
(U.S. Chen SCADA systems.” - -
" INL Critical Infrastructure Protection/Resilience Center
» "Good / - "COpy & Paste” paragraphs for Idaho Falls, Idaho 83415
System S i
ystem Hardening,
» NERC ¢ Perimeter Protection, —
(North Ame Idaho National Laborata
e A e
Coding Practices,

Flaw Remediation, ... http://www.msisac.org/scada
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(Too?) Many Standards,

“Procuremen! S[arl [0 rea"ZB...

1__ANS| (CS5)2 in Indus
~@Z Manufacturers and vendors are part of the sc

R
S)[I:ajm_ , ?'code . » Security demands must be included into orders and an[] prﬂuuced
| i

(Int'l Orgar =g
(ISO/IEC 1 g

» “Guide-
Th l ‘ISCSIL:\T;’[J(IJ ldaho Notional Laboratory PR | 0[3 0[ Sla n d a r[] s I
JJJJB]) | . “Systen “Procurement Language” document | v l
» Commc » ... collective buying power to help

= ng po .
J | l » “Cyber- ensure that security is integrated into
_I_lajm‘ (U.S. Chen SCADA systems. .

» "Good / » “Copy & Paste” paragraphs for

SN
INL Critical Inf u n 0 vo u
Account Management, — '
Coding Practices, B 0 ac
i |

Flaw Remediation. ...

System System Hardening,
» NERC ¢ Perimeter Protection,
{North Ame
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An overdue technology change:
» Modern control systems take advantage of “office”-IT standards...
» ...but also inherit the inherent cyber-risks !

For mitigation,
major labs follow a “Defense-in-Depth” approach:
» Network segregation & remote access procedures

» Central installation schemes
» Generalized Authentication & Authorization schemes

olareinot@loney

BLSTACHENEIOUIeMOYEIneR!
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| would like to thank all presenters and participants,
making this workshop such a success.
» Special thanks go to Karen, Lori, David & colleagues for the organization !!!

I will use Google before asking dumb questions. 1 will use Google kefore
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asking dumk questions. 1 will use Google before atking dumle quertions.
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asking dumb questions. T will use Google before asking dumb o'sy

I will use Google before asking dumbe questions. 1 will vie Googre
asking dumk questions. 1 will use Google before atking dumle r:ﬁ






