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What's an Alarm System

PANIC Architecture

Features: database, gui, user validation, logging
The IEC62682 / ISA Standards: States

Prevent Alarm Flooding

Alarm Views / User Filters

Other alarm systems in Tango

Convergence between Tango Alarm Systems
Testing platform
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What's an Alarm System? ®

Following the IEC 62682:2014 "Management of Alarm Systems for the Process
Industries"” Standard:

e The primary function of an Alarm System will be to notify abnormal process
conditions or equipment malfunctions and support the operator response.

e The Alarm System is NOT part of the protection nor safety systems, Safety
must have separate tools following its own regulation.

e The Alarm System is part of Operator Response, thus it's part of the HMI
(including the non-graphical part of it).
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What's an Alarm? o

T1_ALARM = my/plc/01/Temperature > SETPOINT

~Archiving Trend
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What's an Alarm? &

T1_ALARM = my/plc/01/Temperature > SETPOINT
T2_ALARM = my/plc/02/Temperature. ALARM
TG_ALARM =T1_ALARM OR T2_ALARM

~Archiving Trend
35

[ 4 = SETPOINT
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What's an Alarm? S

T1_ALARM = my/plc/01/Temperature > SETPOINT

T2_ALARM = my/plc/02/Temperature. ALARM

TG_ALARM =T1_ALARM OR T2_ALARM

TS _ALARM = any(t>SETPOINT for t in FIND(*/plc/*/Temperature))

~Archiving Trend
35 f :

[ 4 = SETPOINT
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Panic alarms support Tango attributes introspection, regular expressions and any python built-in
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Alarm States (IEC62682)

\
~Archiving Trend
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IEC 62682: Alarm States S

Alarm-based

Device-based

SHLVD
Disable
(timeout)

DSUPR
Device
disable

OOSRYV
Device
off

ERROR
Device
Hung /
Exception

AL
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PyAlarm Tango Device -
Each device evaluates its alarm formulas at its own frequency (>= 10Hz))

PyAlarm Server

4 N

event
PyAlarm 58 | | Tango ‘Sfthyed - Eae:?(;oe
Device Thread Eval
polling | Tango
200 ms gfg;yed " Dev?ce
PyAlarm Tango
Device Thread Eval Cached POt | Tango
\ Proxy / Device

Alarm formulas are exported as attributes , and its changes are annunciated
So, each PyAlarm is an AlarmSystem on its own!

BICALEPCS20I17 R

Sergi Rubio Manrique

ALBA Synchrotron, Barcelona




a Attribute

Email Remote Logs (LoggerDS / FolderDS)
JIRA \
PyAlarm Server /

\
/ \ | FEXX/VC/VALVE/Open() I

Annunciators Tango — S
SNAP DB

Tango Commands

°
- tbl:10000/SR/ID/MOTOR/move(0.)
SMS / Telegram
T~ Several Annunciators (aka Receivers) can be
triggered at each alarm activation or reset. /
Audio (FestivalDS
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Panic architecture

AlarmGUI

o iew

e oo
Bnezm

T e e s (85

AlarmAPI provides a unified view.

Alarms are grouped in autonomous PyAlarm servers.

Tango DB and Archiving are used for config and logging.

SNAP DB

TANGO DB
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PyAlarm Servers

Tango
Devices

Tango
Device

“
) TanGA =
PANIC
AlarmAPI J N

PyAlarm
Device

Proxy

Tango
Device

Tango
Device

A

Tango
Device

Tango
Device

Tango
Device
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PANIC 6.4.0 (*/*/*[~*(building|bake)*]@alba03) (on ctdevelsa)

File

Tools

Help  View

BAdz @A

Create

Modify

Preview

Sort (state,
priority and time)
Configure

Filter

Report

Sort:

State

Filter:

Q'ICALEPCS2017

R

Save As

n [ e ]

Show Active Only [

SelectAliNone ]

w99 SeeAlarm Details

B Preview FormulaMalues
S View History
Change Priority

LT _DI_SC001_DISABLED

TINING_REHE i TMACK - E017-09-36 09:13:41 - 4 ResetAlarm(s)
TINING_MASTER_ALARIN = TTACE - 2017-09-26 09:13:35 - "o Acknowledge/Renounce Alarm(s) 7z
TINING_HE = TACE -~ 2017-09-26 09:13:39 - | £
EPS_CCG_VC_VALUES DIFFER - UmACK - 2017-09-26 09:13:21 - ;& Disable/Enable Alam(s) b
EEEF_TEEST o TIACE e ] b i o | D s el e mach/alarm/beep-alarm Te
SCW_CryocoolerCoolerError - TCET =< AOLY-03-38 ]lLigs»5F ~ ic04/ct/alarms =18
SCH_Interlock{uench = TICRE = AOLT-09-28 11:16253 - icod /et/alarms Ir
HIRAS temp upcown = HORM = JRLT=09-28 113553 = ar/eps,/alarms-fast Mz
MIR2S Mirrorlll MPSnotSafe = HCRM - 20r7T:09-38 11436:53 - gr/epa/alarms-fast MZ
MIRAS temp warning lasts = HORM = 0Ly F03:38 IL{JEsSY = ar/epa/alarms -delta PR
HIRAS temp warning = TICRM - 201Y-09-26 11+3J6:53 = ar/eps/alarmz-delta Mz
BadOrbit = HORH = JMT-09-28 11:36:538 = ar/bd/alarms B
TCRM - AOLT-09-28 1113853 =~ ar/bd/al arms

BEAH LOST =

AL
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PANIC 6.4.0 (*/*/*[~*(buildi il (on x ‘

File Tools Help View

BrhngzlHE

[ - &) ALARM: SRO1_VACUUM <@gordianus> [ RORESE
Name: [sRo1_vacuum ]
ot [ state

State [ Status i oK N

Disabled: (]
Filter I | [ Update ] [ SaveAs Acknowledged: [
Show Active Only ] SelectAlliNone [ Davice: [SVUWNHWMS
S = B severty [ALARM

&

®

PyAlar
L L v s I SR ] Divisions | EMERGENCIES. | Projects & Collaborations | services | Stalf Comer
salarm Rocairs:  [vanuumeals o5 ] &) XBLUsers | & ALBAAPPS | © ALBAServiceDesk | & ALBA public website
T P — i @ Services / Accelerators Operation Wiki % Favourte  © Watch  E2 Share  see
! Fermul: o | Alarms, EPS and MPS o §
EUSEE N 1 [lamniresnold e 2 [SROTVCALLMaPressure > 128 o %
‘ ; reate o . Lem - | {'or anyis notin onmowG) % Water leak detector alarm
2 R i [ERE | | o' in FIND(SRO Mipckstate)) crastt by sk MaslsE e by e Carlos Gl de GGl o May 2212017
- ar any([s in (UNKNOWN,FAULT)
% SCiLinteriscn |3 AutoReset 3600 3 for s in FIND(SRO1 M/sp bx-*/state]]) This procedure describes what to do in case of a Water leak detector alarm
H NIRAS_temp_up st £ or any([s in (OF F,FAULT,UNKNOWN)
O I y © Miracieeer 4 CreaeNewContexts  False E ;i

¢  MIRAS_temp va iea s :

- 5 Enabled 120 Result:

" HIRAS_temp wa 1ta - Introduction

S Badorit 6 EvalTimeout 500

. i
S ey 4 « AtALBA we have a water leak detection system installed at critical places where
re V I eW : - 7 FlagFile Jtmp/alarm_ds.nagios there are water cooled equipment. This system detects water faling to the floor.

« The water leak detector consists of a tape with three parallel metal wires placed

e I at floor, ths tape s connected to an electronic sensing device, and this device is
g o (e one connected to the ALBA EPS. The three metal wires on the tape have no electrical
f ; rt contact between therm, and when some water gets in touch vith the tape, it
O 7 e hmireports produces the electrical contact between wires, electronic device detects it and
10 IgnoreExceptions True » sendsia ignal l0ER= i
11 LogFile ftmp/alarm_bl09_MISTRAL-CT-Alarms.log
C e S e 12 LogLevel INFO
- 13 MaxMessagesPerAlarm 20 Alarm History Viewer <=@gordianus> [SIRET)
Confi gure % Fomararion : 5
15 Reminder 0
. Date Alarm Comment =
16 RethrowAttribute False
I e r 17 Rethrowstate e '017-06-05 10:39.56 | BUILDING_ALARMS ALARM: Building alarms not running
18 SMSConfig controls@cells:cells.cells 1017-06-05 10:39.49 ALBA03_CPU ALARM: albal3 usage is high
Re ort T ; e :
017-06-0510:02:29 |PSS_TOPUP_NOT_ALL RECOVERED
20 UseProcess False &
r ALARM: Beam currant lost
Export | © reresn
: J017-06-06 07:42:02 | FOFB_STOP ALARM: Fast Orbit Feedback Stopped

2017-06-05 07:41:10 | PSS_TOPUP_NOT_ALL ALARM: PSS Does not allow TopUp
2017-06-04 20:47:22|BC_PC ALARM: Problem in booster power supplies
2017-06-04 20;05;13 BO_PC ALARM: Problem in booster power supplies

2017-06-04 09:41:34 | DW_P11_P1_A_STATUS_WARNING ALARM: DW.P11.P11_AVALSTATUS goes OFF  silas bombas P11A
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Alarm Filtering &

| .
Sort: Devices |v]
Devices sr03ivc/alarms |v
srivcialarms
. - sr0tiveialarms
USEFFIHE s Type a string to filte sr02ivcialarms
sr03vcialarms
State srldivefalarms
. Severties
IserFilters srOBc/alarms
& sri7iveialarms
inri sr08ve/alarms
Priority =

Devices
PreCondition

Annunciatnr Sort: [Recei\rer |v]
Receivers _
- Receiver |H&SMSENG |v|

Domain %CTRLEPS (=]
Fam”yl % CTRLMY

DOLE DEFE . - Type a string to filte %EFS D

%FRONTEMNDS

C VALUES DIFFER = UITACE - 201F7-09-36 0Qrlme@dls ==

LEAK 2 HOEM - 2017-09-26 11:36:53 -

F_updown 3 HCORH = 31T-0F-BE Ll 3G:E3 -

rorIN MPSnotSafe - HCRM - M1F-09=38 11:IG=HF -

p i SRS Rl o S ETFRTIEE At R Sl A L O

&'ICALEPCS2017 el N
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IEC 626862: Rlarm Flooding &

Table 2: KBI'S[4]EEMUA
 KPI Acceptable value Flood

g *I4*nnperg
Alarms/Hour 12/operator [UM] ==60
Alarms/10mins | 2foperator ==10
(N hours with N>30)
' (floods) 10mins with >10 ' (<1%)
' TOP 10 recurring alarms " (5% of total)
Chattering alarms 0
Stale alarms/day <5
Priority proportion ' 80,15,5,1
80% of alarms should not require immediate action
' Unauthorized alarm change 0
:%lhﬂhcrh::\"/ ALB A
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New API, multi-database, user-view centered, for qt, web, ...

PANIC on tango_host_1:10000

S'ICALEPCS2017
Sergi Rubio Manrique

- |

Vacuum
AlarmView

Cooling

AlarmView

BLXX
AlarmView

TANGO
DB

TANGO on tango_host_1:10000

TANGO C++
Alarm System

AL
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save as UserFilter / AlarmView / Gustom panel

PANIC 6.4.0 (*/*/*[~*(building|bake)*]@alba03) (on ctdevelsa) x

File Tools

UserFilters [epslpsslp\:
Filter: [ ] [ Updata
ShowActive Only || SelectAlliMNo
RF_PSH_MODULE_DEFECTIVE - UNACK - 2017-09-26 - srfrE/~ - = R -

@} EPs_cco Ve VALUES DIFFER - UNACK - 2017-09-26 : sr/eps/a PANIC Alarm Panel (*): 2017-09-14 09:56:38 (on controls02) X
.  LI_WATER_LEAK - HORI - 2017-09-26 - axr0d /v

"y MIRAE temp_updown - HORI - 2017-09-26 11:36:53 - ex/epe/al

. MIRAS MirrorIN MPSnotSafe - HORI - 2017-08-26 11:36:53 - or/epe/al

 WIRAS temp warning_lasts - HORI - 2017-09-26 11:36:53 - srjeps/ala

:‘. MIRAS temp_warning 5 HORN = 2017:00-268 11:36:53 - sr/epa/ala

i PS8_TCFUP_NOT_ALL = HORN - 2017-09-26 11:356:53 - ar/pese/

- EULSED - HORI - 2017-09-26 11:36:53 - sr/pc/

7,  PS5_RAD_ALARM SLOFE - HORI - 2017-09-26 11:36:53 - sr/pas/al

; LifeTime - HORI - 2017-09-26 11:36:53 - mach/alarm/ P BL29_BK BL29_EK_ELOTECH
4 review Formulaivalues

" ER11_EPS_INTERLOCK = NORM - 2017-09-26 11:26:53 - ar/eps/ ) FRESSURE TEMPERATURES
‘,  BR13_EPS_INTERLOCK - HORM - 2017-09-26 11:36:53 - —— . Wiew History

;,- ANY EPE_BR VC - NORM - 2017:09-26 11:36:53 - srfeps/ Change Severity

.  SR13_EPS_INTERLOCK - HORI - 2017-09-26 11:36:53 - arjeps/ i ResetAlamm(s) ’ .

i BR14 EPS_TINTERLOCE - NORM - 2017-09-26 11:36:53 - ar/eps/ ik BL2S EL2S_BK

CEC':‘SNT'S restill 1 Acknowledge/Renounce Alarm(s) START |
& Disable/Enable Alarm(s) '

®ICALEPCS2017 R
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PANIC Alarm Panel (<panic.view.AlarmView object at Ox2flee50>): 2017-09-26 11:44:28 (on ctdevelsa)

RADIATION
WARNING

LT DI
sCO01
FAULT

3? LT o0 See Alarm Details

Preview FormulaiValues
TIMING Ui TIMING 5 View History
RHE MASTER

ALARM o Change Priority

% ResetAlarm(s)

Acknowledge/Renounce Alarm(s)

— Disable/Enable Alarm(s)
LT _DI_SCO01
DISABLED

EPS CCG
VC_VALUES
DIFFER

QICALEPCS2017
Sergi Rubio Manrique ALBA Synchrotron, Barcelona
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We validate and log each change in PANIC using
LDAP user authentication.

An alternative using database-stored hashes is also

o & ~filter=lbuilding <@gerdianus> 7 .~ =~ X

available as local solution.

Please enter your user

name and password

The list of allowed users will depend on each alarm
(and a few admins have access to all).

Add TangoAccessControl to the loop!

QICALEPCSR0I7 AL/?A
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Interaction with Taurus Svnnntlcs

Fdn View Tourus Tools Panels Help

Symoptic

15 LowdPerspectaes, o R 4

Astor i

VRECAHI00 at contrals)

five (0 TeurusTend  Alba VACuum Controls applicatsan

BLOO/VC/VGCT-01

state ) @

Sart:

M
Alarm L

Type & string to fiter alarma ¢

'snmngza alanms. 23 in database,

g nmeahr:ar(___\.lat

Show Active Only = select Alinone =

’ = P1.LOGMOND
— = P2-LCOM

— PRCOEMZ

~ Pl CCG ML
mir_ohol_n1_pt

* New du Uelete

S'ICALEPCS2017
Sergi Rubio Manrique

github.com/tango-controls/vacca
taurus-scada.org
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Alarm Systems in Tango

Name Language | Devices Architecture Features
Soleil Alarm Archiving | Java Archiver Centralized Quality check
Database Extractor Log Database
Manager
Elettra Tango C++ Tango Distributed devices, Formulas
Alarm System Alarm centralized log Events
Handler Speed
on/off annunciators
Groups
Log Database
ALBA PANIC Python PyAlarm Distributed Formulas
Events*®
Regexp
Multiple annunciators
Logs are External
®ICALEPCS2017 Filtering el

AL
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Convergence with Elettra’s Alarm System ( HMI compatihle )

Concept AlarmHandler PANIC Integration

Database Its own mysqgl database or Alarm | Free/Device/Atiribute Attribute properties
attributes Tango DB properties or | in Tango DB

csv files

Alarm attributes name, formula, level, group, | Tag, formula, severity, | Tag, formula,
message description priority, message

Classification Grouped wusing alarm  group | Group by Support both
attribute class/device/view

Annunciators on_command, off command receivers Annunciators on all

state transitions

Priorities Level Severity Priarity

Tango atiributes to HMI Enum: NORM, UNACK, ACKED, | Boolean Enum values with
RTNUN, SHLVD, DSUPR, NORM=0 and
OOSRV positive values for

condition active

Summaries

lalarm + one string array for each
alarm state

One attribute alarm + one
array for each alarm state

A single  amray
attribute  with all

alarm  information
coditied in JSON
format

<'ICALEPCS2017

Sergi Rubio Manrique

TUPHA165: G..Scalamera, "New developments for Tango Alarm System"
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New API, multi-database, user-view centered, for qt, web, ...

PANIC on tango_host_1:10000

S'ICALEPCS2017
Sergi Rubio Manrique

- |

Vacuum
AlarmView

Cooling

AlarmView

BLXX
AlarmView

TANGO
DB

TANGO on tango_host_1:10000

TANGO C++
Alarm System

AL
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10 YEARS IN PANICY! S

ALBA : Starting 2006, 657 alarms in Accelerators and 8
Beamlines, monitoring 2506 attributes.

MAX IV : 10067 alarms in Accelerators Control System

SKA(future) : ~1e5 alarms in ~2K5 hosts!

MAX TV &,
Solaris? ESRF? Elettra”? Somebody else? &% SOLARIS
W e
:: ICALEPCSEOI7 Elettra Sincrotrone Trieste TAN GOQ‘ AL/?A

Sergi Rubio Manrique




Testing PANIC

Simulators, test case especifications, scale tests, see TUDPLO1 this afternoon ...

Services v  Resource Groups ~

EC2 Dashboard - LR Connect  Actions v
4

Events

Tags Q Filter by tags and attributes or seargf—_~ =
|PyAlarm/Clock PyAlarm test/panic/ck02  AlarmList CK02:False and not CK02

AlamSeveriies CK02.DEBUG

Reports —_—
2 test/panic/ck05  AlarmList CKO5: False and not CKO5 i

Limits Al enerifies) KO DEBUG NOde 3

@  tango-chaos-0 i AlarmThyeshold

PollingPeriod

tango-chaos-1 i test/panic/ckl AlarmList CK1: not CK1 Node O: MySQL
Instances AlarmSeverities CKL:DEBUG

| LB LS PyAlarm e
tango-chaos-2 AlamThreshold
Spot Requests stian i I testipanicick2 &;L”“Tf”“ CK2: NOW(%2 < 1 TangODB y Node 4:

tango-chaos-3 i ‘AlarmSeverities CK2:DEBUG
Reserved Instances g AlamThreshold HDB++ Simulators
tango-chaos-4 i test/panic/icks AlarmList CKS: NOW()%5<2.5
Dedicated Hosts ;i AlarmSeverities CK5:DEBUG HDBCIeaner -
tango-test i AlarmThreshald
SES ¢ testfpanic/ck10  AlarmList CK10:NOW()%10<5 hdb++es / B\
) AlarmSeverities. CK10:DEBUG Node ...

A.MIs AlamThveshold :
Simulators
o

Name =

Node 2: Simulators
) ~ @@ J

Bundle Tasks
IPyAlarm/Group PyAlarm testfpanic/group  AlarmList GROUP_0: GROUP(test/panicick*/ckS[c]

GROUP_1: GROUP(CK5,CK10)
GROUP_OR: GROUP(CKS,CK10,x>=1)

GROUP_AND 2/ck2 and

GROUP_ALL: GROUP( GROUP_0,GROUP_1,GROUP_2,GROUP_AND )

/AlarmSeverities GROUP_1: ALARM
GROUP_OR: ALARM
GROUP_AND: ALARM
GROUP_ALL:ALARM

AutoResel 00001
PollingPeriod 0.5]
Alam Threshold 1

AL
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Time for questions

panic documentation

' .
/ @ Welcome to panics x \
] & cC | o py‘thonhosted.;)rga’panica‘ Q, 1'.‘r. Q2

Welcome fo panic’s documentation! TABLE OF CONTENTS

PANIC: Descripdon
PIC iz mmes of sacls [mpi, Tamge dei e immarincs] e pran 7
+ Peviodc ssusion of & set of condiions. Imztalling BANIC o hlsw Syztann
« Moficason (enal, zms. pon.un, spesiers)]
Fyal Deylce 5 User Guice
« ¥a=n alog of whet happensd. (les, Tanga Snapshoes) b S R et

+ Taking suramated acians (Tanga cammands | acriuiss) BANC Fecipes
- Tods far camfgurationhizuslizadon
panic panic moduls
Carerts: panic gul gul modide

Eanle wagats nedule

tango-controls.org/community/forum/ g ==
pythonhosted.org/panic :
github.com/tango-controls/panic
github.com/tango-controls/fandango

fandangg
A

S'ICALEPCS2017 Pl )
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