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Overview

The security of SCADA systems is an increasing concern as they interconnect a significant number of
COTS computers via IP networks; support de facto standards like USB.

What happens once attackers have been granted access to / broke into the Control Network?
Can they do everything?
Can they easily escalate their privileges?

“We trust whoever has access to the Control Network”
Would you let your personal laptop unlocked 24/7 in a control room? If no, why should the control
system be less protected than your laptop?

We suggest to secure the SCADA system beyond the general IT infrastructure security
Device servers would authenticate and authorize users for every issued message.
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The European X-ray Free Electron Laser

I The most brilliant X-ray light source: 5x1033 photons s
mm-2mrad-2 per 0.1% bandwidth

B 4.5 MHz pulse rate in burst mode, maximum electron
energy of 17.5 GeV, 0.05 nm minimum wavelength

% 1.4 billion euro facility

8 Unique pieces of technology: Adaptive Gain Integrating
Pixel Detector, Large Pixel Detector, DEPSET Sensor with
Signal Compression

0 15 TB of data per beam day
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LPD detector in the FXE instrument hutch




The security onion

Hardware loops

Control servers

SSH, IPSec, Firewali; IDPS; Antivirus
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The security onion

Hardware loops
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= SCADA messaging Hardware loops The security onion

Control servers

; Qf_ﬁ_c.e. Netwaork:-:-

I BN 00 European XFEL Example: Stuxnet (2010) attacking PLCs.



Basic Karabo authentication

<> JMS

==p GUI client/server protocol
—» Point-to-Point connection

-==> Data pipeline
«— H/W interface
< » File l/O

AP TL . )
SOAP over S> Authorization server

Session Token
Access Level
Access List

Username: El

Password:
iKarabo GUI Server Karabo GUI Data logger
H % = 4 T
[ ) / "~ OpenMQ Broker |
! A

- : g
Middlelayer server 1 | | ML server 2 Bound device serveri3

v v v v i
Device 1 | Device 2 4=k Device 3 |4 Device 4 Device5 |

R y k 7 Data
~~- _—’, ‘~--_-_--I-_——‘
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k4 & 8-

s ¢ Admin
Navigation
- Expert
*
User
Search for: Aa | |.* | Noresults <«
Observer

Hierarchical view
v @ exflpcl21n0
v « cppServer/fxe_daq_conf_1
> AlarmService
> CentralLogging
> DataAggregator
> DataFeeder
> DataLogReader
> DatalLogger
> DataLoggerManager
> DataManager
> DataReader
Datawriter
> GuiServerDevice
> PropertyTest
v < RunConfigurationGroup

v < RunConfigurator
> FXE_DAQ_DATA/DM/CONFIGURATOR

> RunController
> Simulated2DPixelDetector
> SimulatedDataSource
> SimulatedTimeServer
> StatisticsBuilder
> TrainBuilder

v « cppServer/fxe_daq_rc_1
> AlarmService
> CentralLogging
> DataAggregator
> DataFeeder
» DataLogReader

o o [ [

FXE_OGT1_BIU-CAM-CAMERA %

Configuration Editor

> FXE_DAQ_DATA/DM/BEAM_COND_G...
> FXE_DAQ_DATA/DM/FXE_AUXT_LIC_...
> FXE_DAQ_DATA/DM/LPD1M-1_XTDF_...
> FXE_DAQ_DATA/DM/OGT1_GOTTHAR...

Projects

b~ I G R @

Projects
.4 Device Servers

v « cppServer/fxe_loop_1
» @ FXE_OGT1_BIU/ENC/SCREEN_Y
» < FXE_OGT1_BIU/MOTOR/SCREEN_Y
» < FXE_OGT1_BIU/TSENS/ROD_TEMP1
» < FXE_OGT1_BIU/TSENS/ROD_TEMP2

v « pythonServer/fxe_loop_1_cam
» < FXE_OGT1_BIU/CAM/CAMERA
» € FXE_OGT1_BIU/PROC/CAMERA
« cppServer/fxe_loop_1_det

v « middlelayerServer/fxe_loop_1
» @ FXE_OGT1_BIU/MDL/MAIN

1 o

¥ v X

DevicelD |FXE_OGT1_BIU/CAM/CAMERA

0

ACQUIRING

Frame Rate | 10.00

200
400 o
600 -
800
1,000 |
1,200 -
r T T T
0 500 1,000 1,500
Gain 0.0 0.0 ar2b anidger
Exposure Time | 70.0 ms |70.0 ms
Image Binning X | 1 px |1 > Number of Frames |o 0
Image Binning Y 1 px |1 - TriggerMode ExtTrigMult ExtTrigMult
Console 8 | Log ¥
H *
+ Show Filter options
ID 4 Date and time Message type Instance ID Description
50825 9/29/17 7:2... FXE_XTD9_... alarmHigh: Value 1 of parameter "performanceStatistics.me
50824 9/29/17 7:2... SA1_XTD9... alarmHigh: Value 1 of parameter "performanceStatistics.me
50823 Q/29/17.7:2 SA1 XTN? |alarmHinh- Value 1 of narameter "nerfarmanceStatistics me

Change access level

*

Hz

4,000

3,000

2,000

1,000

~ Y

Property
Allow Gaussian Rotation
Min/Max/Mean Evaluation Time
Pixel Value Frequency Time
Background Image Subtraction Time
Pedestal Subtraction Time
Image X-Y Sums Time
Centre-Of-Mass Time
1D Gaussian Fit Time (X distribution)
1D Gaussian Fit Time (Y distribution)
2D Gaussian Fit Time
Min Px Value
Max Pixel Value
Mean Pixel Value
Pixel counts distribution
X Distribution
Y Distribution

X0 (Centre-Of-Mass)

Five Global access levels in Karabo:

Observer
User
Operator
Expert

Admin (required for example for

&
Current value on devic~
False
0.00844264 s
0.0101583 s
0.0s
0.00298786 s
0.0047884 s
0.0147908 s
0.00158143 s
0.00177193 s
0.0s
0.0
4095.0
26.3339255507
[ 4120. 8679. 15753.
[12579. 12867. 1284]
[12487. 12051. 1488(

536.626986579 px

interlock deactivation)

Access exception list per device.




Benefits
*  Every device can authenticate the user  @token: signed SOAP over TLS‘
« Offline token signature verification

Authorization server

(Session token, Access Level, Session Token

Access Level

- Access List, Expiration date)
Drawbacks

Access List Public key deployed
* Vulnerability to cross-server token replay attacks . .
e . I . at Karabo installation
« Token verification is expensive due to asymmetric signature Username:
verificatipn Password:
iKarabo GUI Server Karabo GUI Data logger
i 'y —
i | T, A .
: @tOken ....llll“‘
: vy @ v v
: [ OpenMQ Broker ] |
| @token | @token @token ! @token ! @token |
. | Middlelayer server 1 | | ML server 2 Bound device server § |
; v v v v |
Device 1 || Device 2 4+ Device 3 <= Device 4 Device 5 . |
| R y S * 7 Data |
: P4 T - |
' ~~-___—’ ) - .
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Benefits
« Every device server can authenticate users SOAP over TLS R
«  Offline token signature verification "~ Authorization server

| * Robustness against cross-sever token replay @stokens[]: signed

(Session token, Access

Drawbacks

_ Public key deployed
« Vulnerability to token replay obtained by man-in-the-middle Level, Access List, s) at Karabo installation
+ Token verification still expensive due to asymmetric signature Username:
verification s[] : nonces from devices |
L Password:
iKarabo GUI Server Karabo GUI Data logger

N A T
@stoken[1] T enniiaaes®’

OpenMQ Broker

i x
i

—

@stokens[1] @stokens[2]§ @stokens[3] *
Mlddlelayer server 1 ML server 2v E:Bound device server Ié
Device 1 || Device 2 4= Device3 <= Device 4 Device5 .
X y B ‘ I A— Data
\~~--_—’, ‘~----_--I__——’
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[ Benefits

Every device server can authenticate users S[] : nonces from SOAP over TLS o
Offline token signature verification devices > Authorization server
Robustness against cross-server token replay @stokens[]: signed

Performance by checking the digests of seeded tokens

(Session token, Access

r Drawbacké Level,Access List, s) Public ke)_’ deploy.ed
Vulnerability to digest replay obtained by man-in-the- ] at Karabo installation
. Username:
middle attack
Slower connection due to nonce query Password:
iKarabo GUI Server Karabo GUI Data logger
h % 4 x
@d[1]  en....ee*" @dI] = digest(@stokens[]) |
| 4 OpenMQ Broker J
@stokens[h] once, ther{ @d[1] @stokenstZ], @d[zf @stokens|[3], @d[.?.]
Middlelayer server 1 ML server 2v E}ound device server §
. || Device 1 || Device 2 #= Device3 |4 Device 4 Device 5 .
| R y 7 A 4 Data
\ :
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Benefits
« Every device server can authenticate users Authorization server

» Offline token signature verification OAUth2 > 4
* Robustness against man-in-the-middle attacks thanks to token u . . .
renewal at every message @token: signed Cert|f|03t|0n Authorlty

» Performance by checking the digests of tokens (Session token, Access Level, ]

| . . . Access List, Expiration date) Public key deployed

pK[] : signed public keys from devices at Karabo installation
Sk : secret shared with a device Username:
s[] : nonce start from devices Password:
iKarabo GUI Server Karabo GUI Data logger
@d[1] ‘ —‘.. ‘@etokens[] = encrypt(@token sk)
| | e=ane®" @[] = digest(digest(@token), s[+n)
[ 4 OpenMQ Broker J
@stokens[1] once, then @d[1] @stokens[2] @d[2] @stokens[3], @d[3]

Mlddlelayer server 1 ML server 2; Bound device server 3 i

! v v ' n

.| | Device 1 | Device 2 « Device 3 = Device 4 Device 5 |

’ A 1 Data

k\ ’l .}A‘i ~ —’il

i ~-___—’ e e -
' JV \ /4
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KARABO advanced PKI architecture

Authorization server/

Device server 1 Certification Authority

) CA public key ck |

<
<

Device server public key Deploy

. Username, password

%igned device server public
Login L

[ >

Signed @token(Session Token, Access Level, Access List, Expiration date)
verify(pk[1],ck) [T« >
ol

P2

key

Signed device server public key pk[1]
Generate 5

esk = encrypt(sk, pk[1]); etokens[1]=encrypt(@token, sk
shared secret ypt(sk, pk[1]); @ [1]=encrypt(@ )
sk

v

:] sk = decrypt(esk, private key 1])
J decrypt(@etokens][1], sk)
Connect j verify(@token, ck)

es[1] = encrypt(s[1], sk) < Generate Nonce
sequence start s[1]

Al s

s[1] = decrypt(es[1], sk)
API calls @d[1]=digest(digest(@token), s[1])
@d[1]=digest(digest(@token), s[1]+1)

\4

verify(@d[1], @token, s[1])

verify(@d[1], @token, s[1]+1)
|

v



Conclusion

We aim to protect the SCADA system beyond general IT security
This prevents attackers from issuing valid SCADA messages or escalading their privileges

Our Public-Key Infrastructure proposal for Karabo:
User shall access Karabo using a token signed by a Certification Authority
Device servers have their public keys signed by this same Certification Authority
Users communicate their session token only to certified device servers, encrypted with the device
server public key.
The session token is only known to the CA, the user and the certified device servers
The nonce start is only known to the user and to a device server, encrypted by a shared secret
A nonced digest of the session token is sent within every API call, preserving performance.
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