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criticalbsystemsbbbbbneedbforbverificationbbbbbneedbforbconvenientbspecification

ButT

2a)bMainbrequirements

2b)bStructurebofbthebspecification

ExampleModule
Assigned inputsT
• ValueReq 2 +NTF—
• ?nableReq_from0ogic 2 ’OO0
• ?nableReq_fromScada 2 ’OO0
• ?nableReq_from[ield 2 ’OO0
• XisableReq 2 ’OO0
• PMin 2 +NTF— param
• PMax 2 +NTF— param

Assigned outputsT
• Value 2 +NTF—
• Status 2 ’OO0

Input definitionsT — knoneV

Event definitionsT
• /disable ⇐ rising_edgekXisableReqV kpriAFV
• /enable⇐ ?nableReq_from0ogic OR ?nableReq_fromScada

OR ?nableReq_from[ield kpriADV

Core logic 0state machine9

Xisabled ?nabled

@enable

@disable

Output definitionsT

• _Value A ValueReq ValueReq
> PMin W PMax result

T · PMin
T PMax

[ [ ValueReq
[

• Value A in_statek?nabledV result

T _Value
[ O

• Status A in_statek?nabledV

Invariant propertiesT
• •0W•YS PMin ≤ Value ≤ PMax •SSUM+N] PMin ≤ PMax

core logic

invariants

http2LLgo(cern(ch)_JVk
http2LLcern(ch)plcspecif

Codeñgeneration
•mm+tmismpossiblemtomautomaticallyñgenerateñPLCñcodeñbasedmonmamP0×specifmspecification
•mmThemgenerationmprocessmcanmbemconfiguredmandmfinegtunedmtommatchmtomthemuser’smexpectations
•mmThemgeneratedmcodempreservesñtheñpropertiesmsatisfiedmbymthemspecification
1111If1a1property1is1checked1on1the1specificationW1it1does1not1have1to1be1checked1on1the1implementation

Youmcanmfindmthismposter1mthempapermandmmoreminformationmat

Each1module1qboth1composite1and1leaf1modulesX1is1further1decomposed1into1three1main1parts0
qwX1input1definitionsW1q=X1core1logicW1and1qNX1output1definitionsO1According1to1the1semantics1of
PLCspecifW1these1parts1are1executed1sequentiallyO

Consistencyñcheckingñandñformalñverification
•mmThemconsistencyñ0ambiguityxñcompleteness9ñofmthemspecificationmcanñbeñchecked
•mm[ormalmargumentationmaboutmcorrectnessmismpossiblemke_g_mmodelñcheckingxmcf_mP0×verifV
•mmThemusermcanmextendmthemspecificationmwithminvariantñproperties
mmmmmmmmmm?_g_mX1and1Y1outputs1should1never1be1true1at1the1same1time_

•ñformal1mlightweightñbehaviourñdescriptionm
methodmismneededmthatmismusefulñinñpractice_

input definitions
2d)bExpressionbdescription
The1input1or1output1definitions1may1contain1complex1expressionsO1While1the1arithmetic form is1suitable1to1describe1simple1expressions1q“a1OR1b”XW
it1does1not1scale1up1wellO1PLCspecif1supports1the1usage1of1other1expression1description1methods01AND/OR tables1and1switch-case tablesO

AND)ORñtable Switchgcaseñtable

_Value A V V> PMin W PMax result

T · PMin
T PMax

[ [ V
[

ñ_Valuemwillmbe2
mmm•mPMin1mifmVm>mPMin1
mmm•mPMax1mifmVmWmPMax1
mmm•mValueReq1mifmPMinm≤mVm≤mPMax_

Themxmwillmbemsetmtomtruemif
ñññññañANDñNOTñbñANDñcmk×asemFV1m
ormif
ñññññañANDñNOTñbñANDñNOTñdmk×asemDV_
Otherwise1mxmwillmbemfalse_

x1=1a1AND1NOT1b1AND1qc1OR1NOT1dX

xmA

To1treat1complex1assignmentsTo1describe1complex1Boolean1expressions

AmbiguityW1incompletenessW1consistency1
can1be1checked1automatically

•mmProgrammablem0ogicm×ontrollersmkP0×sVmaremoftenmusedmtomcontrolmcriticalñsystems
•mmFormalñverificationmke_g_mmodelmcheckingVmcanmimprovemthemqualitymofmcriticalmsystems2
•mm+tmchecksmifmthemdesignedLimplementedmsystemmsatisfiesmitsmrequirements
ñññññAñspecificationñmethodmismneededmthatmcanmdescribemthemrequirementsmofmthemsystemm

•mm•vailablemformal1methodsmaremtypicallymnotñadaptedñtoñtheñPLCñdomain
mmmmmmmmmmmmdifficultmusage1mneedmformextensivemtrainingmormexternalmexpertise
•mmThemPLC1specification1methodsmaremtypicallymnotñformalñorñnotñconvenient

!
!!!

!

2c)bCoreblogicbdescription
One1single1formalism1cannot1conveniently1fit1the1different1types1of1modules1qwith1state“basedW1data“flow“oriented1and1time“dependent1behaviourXO
Therefore1we1introduced1three1types1of1core1logic1descriptions01state machine modulesW1input-output connection modules and1PLC timer modulesO

PLCñtimers
For1modules1with
timed1behaviour

RepresentsmTON1mTO[[mormTP

I)Oñconnectionñmodules
For1modules1with1complex
data“flow1or1integer1states

Mainmconcepts2mblocks1minputLoutput
pins1mdatamedges

Newñvalues

ValueOutput

ValueRequest

ValueOutput

Sample

Multiply
k×V

inF

inD

out

Select
kMUXV

onmtrue

onmfalse

Y

Oldñvalues

−F

Stateñmachines
For1modules1with
enumerable1states

Mainmconcepts2mstates1mtransitions1m
guards1mtriggers

Xisabled ?nabled

@enable
[exprmAmfalse]

@disable

PIPmdifferentmlogicmdescriptionmmethodmformdifferentmbehaviours2

Equivalenceñcheckxñrefinements
Equivalence1and1conformance1checking1is1the1process1of1comparing1the1behaviours1of1models1with1formal1semanticsW1eOgO1if1they
provide1the1same1outputs1for1the1same1input1sequencesO1This1can1show1the1equivalence1of1two1modules1with1different1internal1structureO

+tmismpossiblemtomcompareñtheñbehavioursmknotmthemsyntaxHVmofmtwomspecificationsLimplementations
Useñcases2mmm

Themusermcanmdefinemformeachmvariablemthemrequiredmlevelñofñconformance

•mm×omparingmtwomversionsmofmthemsamemspecificationmkrefinementV
•mm×omparingmspecificationmtomlegacymormmanualmimplementation

Improvedñunderstanding
•mmSpecificationmhelpsmbothmreusemandmsoftwareñevolution
•mmDecouplingñI)Oñhandlingñhelpsmtomfocusmonmthemcoremlogic
•mm•mrestrictedñmethodmhelpsmtommakemunambiguousmandmimplementablemspecifications
•mmThemsimpleñsemantics1mwell6adaptedmtomthemP0×mdomainmmakesmthemspecifiersmconfident
m

invariants

input definitions

output definitions

core logic

Thereforemwemneed2
mm•mmsimple1semanticsmadaptedmtomthemP0×mdomain
mm•mmspecificmtreatmentmformthemIRO1handling

mmmmmktomkeepmthemcoremlogicmcleanV
mm•mmmultiple1formalisms1formthemdifferentmbehaviours
mm•m1limited1expressivitymtomlimitmthempossiblemerrors

declarations

Arithmeticñform a1AND1NOT1b1AND1c orñ inw1Y1w”1T1offset

Compositeñmodule
To1group1different1behaviour
descriptions1together

Alternativeñmodule
To1have1different1behaviour
depending1on1some1inputs

Statelessñmodule
Module1without1stateW1only1input“output
definitions1qeOgO1stateless1safety1logicX

TON
expressionñtoñdelayT
mmmmxm•NXmy
delayñlengthTñdT
resetñeventsT
mmmm/resetF
mmmm/resetD

m


