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The return of experience of CERN in the development and validation of Safety 
Personnel Protection Systems showed us that the realization of a performing Test 
Platform is essential to ensure the quality of the Verification and Validation 
activities. However the adoption of a Formal Language for the specification of the 
Safety Functions in another essential Key. 
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Safety Test Bench Conception 
Safety 

 Validate Safety Software of each zone controller. 

 Validate safety communication between zone controllers (min. 3). 

Operation 

 Validate all operational synoptic. 

 Integrate real access devices (PAD/MAD) within the simulated signals. 

Usability 
 Quick reconfiguration of the Platform (max. 2h to load new PS sites). 

 Quick modification of Platform architecture (ADD/REMOVE access devices). 

 Be able to run automatic test case scenarios. 

07/10/2013 



Edms: 1316516 215 

Safety Test Bench Conception 
SENSORS SITE X SITE Y SITE Z ACTUATORS 

SIEMENS SIMBA Box 

PC running  
the simulation  
software 

External SIMBA 
module with 8  
Profibus channels 

Optional:  
many SIMBA modules 
connected via Ethernet 

SIMATIC PCS 7-  
PLC controllers 

07/10/2013 
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Safety Test Bench Conception 
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SIF – Formal Definition Language  
SECTION 1: SIF Informal Presentation 
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SIF – Formal Definition Language  
SECTION 2: SIF Input / Output Interface 
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SIF – Formal Definition Language  
SECTION 3: SIF Formal Description 
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Safety Functions – Testing Problem 
MAIN  
OBJECTIVE:  

Validate efficiently all Safety Instrumented Functions in 
order to discover all major bugs related to safety before the 
final system deployment phase. 
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Safety Functions – Testing Problem 
MAIN  
OBJECTIVE:  

Validate efficiently all Safety Instrumented Functions in 
order to discover all major bugs related to safety before the 
final system deployment phase. 

Solution 1: EXAUSTIVE TESTING STRATEGY  

Unsustainable 
execution times 
and costs 

Simple to implement 

Detect 100% of 
system errors 
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Safety Functions – Testing Problem 
Solution 2: MODEL-BASED TESTING STRATEGY  

REQUIREMENTS 

SYSTEM FORMAL 
MODEL 

TEST 
CRITERION 

TESTS ELIMINATION 
RULES 

TEST CASES 
GENERATION 
ALGORITHM 

RELEVANT TEST 
PATTERNS 
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Safety Functions – Testing Problem 
Solution 2: MODEL-BASED TESTING STRATEGY  

Maximize the probability of detecting errors, reducing the tests execution costs.  

Mathematical proof of the test Coverage (C) obtained:  
C = <# Executed Tests> / <# Total Tests> 

Do not guarantee 100% detection of all system errors. In general: 
Er(x) = C * P(x) (Confidence index for detecting an error x) 

REQUIREMENTS 

SYSTEM FORMAL 
MODEL 

TEST 
CRITERION 

TESTS ELIMINATION 
RULES 

TEST CASES 
GENERATION 
ALGORITHM 

RELEVANT TEST 
PATTERNS 
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Safety Functions Model-Based Testing 

Test Criterion: Verify the output values for all possible events triggering the 
SIF interlock actions. 

𝝎 ∶ 

TEST CASE 
MODEL 

TEST 
CRITERION 

TEST CASE 
RESTRICTIONS 

TEST CASES 
GENERATION 
ALGORITHM 
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Test Instances auto-generated by MATLAB: 

Safety Functions Model-Based Testing 
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Test Instances auto-generated by MATLAB: 

Safety Functions Model-Based Testing 
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Test Instances auto-generated by MATLAB: 

Execution 
Engine 

. . . 
PROFIBUS 

Siemens PLC 

Siemens SIMBA Box 

Test Control PC 

TCP/IP 

Fu
tu

re
 W

or
ks

 

Safety Functions Model-Based Testing 



Conclusions 
• It is essential to clearly fix the testing objectives in order  to 

obtain a performing Test Bench for Safety Validation. 
 

• The main Test Bench realization principles shall be related to: 
Scalability, Flexibility, coherence with the real system, easy 
operability and maintainability. 

 
• The adoption of formal languages for the Safety Functions 

modeling is an essential key to implement a Model-Based 
Testing strategy, improving the quality of the final Validation 
Test Plan. 
 
 

07/10/2013 239 
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Classic Architectural Model Example 
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Safety Test Bench Conception 
Classic Architectural Model Example 
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Safety Test Bench Conception 
Classic Architectural Model Example 

Low Scalability / Flexibility 

Simulation Constraints 

Hard integration of real 
equipment 

Platform reconfiguration 
complex and time 
consuming 


	Slide Number 1
	Testing of Safety Functions�
	Outline
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	PS-PPS Project Scope
	Safety Test Bench Conception
	Safety Test Bench Conception
	Safety Test Bench Conception
	Safety Test Bench Conception
	Safety Test Bench Conception
	Safety Test Bench Conception
	Safety Test Bench Conception
	Safety Test Bench Conception
	Safety Test Bench Conception
	Safety Test Bench Conception
	Safety Test Bench Conception
	Safety Test Bench Conception
	SIF – Formal Definition Language 
	SIF – Formal Definition Language 
	SIF – Formal Definition Language 
	Safety Functions – Testing Problem
	Safety Functions – Testing Problem
	Safety Functions – Testing Problem
	Safety Functions – Testing Problem
	Safety Functions – Testing Problem
	Safety Functions – Testing Problem
	Safety Functions Model-Based Testing
	Safety Functions Model-Based Testing
	Safety Functions Model-Based Testing
	Safety Functions Model-Based Testing
	Conclusions
	Slide Number 240
	Safety Test Bench Conception
	Safety Test Bench Conception
	Safety Test Bench Conception
	Safety Test Bench Conception
	Safety Test Bench Conception
	Safety Test Bench Conception
	Safety Test Bench Conception
	Safety Test Bench Conception
	Safety Test Bench Conception
	Safety Test Bench Conception

