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Remote Administration

O DCS Developers do not access SCADA projects in production
directly

O Simplified maintenance

O Flexible configuration of DCS machines

O Web based applications used for
0 DCS Software Deployment
O DCS Infrastructure Monitoring and Control

Compenant Handler (v3.0)

Compaonents Histary Settings Eliosacery
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« Advantages of a Web Solution
~ Web Thin Client Architecture

O No specific software needed

O Just a web browser
Q Usable from mobile devices

O Scalable
O Low Impact on SCADA System

Q Simple Deployment
QO Improves Expert On Call reaction time

QO Large pool of freely available components
to be reused for development




Our Approach

O No automatic translation of existing SCADA User
Interfaces

O Development of a Web Framework for accessing DCS Data

O Standard Web Solutions /(
a J2EE Portlets = )2EE
a EJB < ia
O Javascript l W",Ied!-{
a AJAX

Q Integrated in an Enterprise Portal Environment

O Combine transparently data from various sources
0O Databases
O Online Data
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~ Strategy for Data Access D

il <l iallas
(V) it S ey J:-: E::i_ws_nrr ==X W" ; '-_—‘
[a) E = i . No Direct Connection
'%J L : from WinCC OA to Web
O = Server
A
Historical Data accessed
5 Web App FSM Web App via Database
as $ $
= LE‘,J’ Plot Tool
DIM Client (EJB) \
? Online Data accessed via
$ DIM (one EJB client)
< FSM | [ FSM FSM
2 (DIM) (DIM) (DIM) =
U | :
« WinCC OA WinCC OA - > j
P i Condition
DB

FRONT-
END




WEB
SERVER

CLIENTS

SCADA

FRONT-

END

Web App FSM Web App

{

DIM Client (EJB)

Plot Tool

AN

1

FSM FSM
(DIM) (DIM)

J

WinCC OA

FSM
(DIM)

WinCC OA -

A

-

3

Condition
DB

&)

No Direct Connection
from WinCC OA to Web
Server

Historical Data accessed
via Database

Online Data accessed via
DIM (one EJB client)

|
|
|
|

Multiple accesses served
by local cache




Cs, |
~ Last values from Database

Fast Display of Last Archived Values

A The last values of all archived parameters are stored in a
separate table
0O Small table allows for faster queries

0O Last values in the DB are equal to the current reading in
SCADA (with the approximation of the archiving deadband)

O They can be used in the web display as “current value”



Fast Display of Last Archived Values

A The last values of all archived parameters are stored in a

separate table

0O Small table allows for faster queries

0O Last values in the DB are equal to the current reading in
SCADA (with the approximation of the archiving deadband)

O They can be used in the web display as “current value”

| HO1PO4_LV1

Last values for HO1P04 IV1

[E e

Device cms_hcal decs 02:CAEN/HCALIV01/branchController( 1/easyCrate5/easyBoard0/channel002

Label % \alue *

ACTUAL_IMON 7.57000017166138
ACTUAL_STATUS 1

ACTUAL_VMON 8.01000022888184

Plot...

Selectcolumnto plot.. -

Timestamp (Local Time)
Sep 20, 2013 16:44:53
Aug 30, 2013 15:58:54
Aug 30, 2013 15:58:56

L[




=& CMS_DCS_HIDDEN cHS
EE3CMS

®-C3 Infrastructure PIXEL

"Ej Che T STRIPS

E-[3 L HC Handshake

. CMS.PLT ECAL Name CMS_DCS_PHY
HCAL Label CMS
— Type CMS DCS TOP

Unit Type CU

it System cms cent_des 03
oT # Nodes Below 27284
RPC View SubTree States
CsC

Plot Devices in Subtree

|
l View State Summary
|
|

FSM Log...

|
|
l
l

State refreshed on Mon Sep 03 2012
10:25:49 GMT+0200

QO Interactive navigation in the FSM hierarchy from the web

O Tree view
O Web Interface looks like native SCADA interface
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Ch:
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Ch

mber W00 MB1 S01 T
amber W00 MB2 S01 _ /
amber W00 MB3 S01 svawosy Name DT_W00_S01
amber W00 MB4 S01 _ / Label Sector 1 YBO
Type DT Sector Node
Unit Type cu

System cms_dt_des_04

FSM Log

State refreshed on Wed Aug 29 2012
18:44:05 GMT+0200

Q The radial graph gives a quick overview of the states of all
the nodes in the selected sub-tree.




Plot for Devices in Subtree

Access to archived data

B
O seoveo | S
cnameerwooversor | [ ¢

cramvoeacor |
v

Chamber W00 MB3 S01

[oamoey Name DT_W00_S01
Chamber W00 ME4 S01 _ﬂ Label Sector 1 YBO
Type DT Sector Node
Unit Type cu
Svstem cms_dt_des 04
# Nodes Below 103 -
[ ViewsubTree states Plot devices under Sector 1 YBO

I me—— ‘
FwCaenChannel_LV_DT_FE_HC Clear Type Selection ]
| m_— V — o

State refreshed on Wed Aug 29 2012
18:44:05 GMT+0200

Select Column...'

Select Column...
ACTUAL_IMON
ACTUAL_ISON
ACTUAL_TEMP
ACTUAL_VCON
ACTUAL_VMON

kE Dt [ Get Distribution Histogram ]

O Select the type of device and the parameter to plot
a e.g. LV Current



' Plot for Devices in Subtree

Plot devic: ACTUAL IMODN tor devices of type FwCasnChannel LV DT FE HC under Sector 1 YHRO

Actlons,,, = [Change interval - From oizce-2e To 20120029 | Pl
d dc i

ACTUAL_ W ACTUAL IMON for devices of type FwCaenChannel LV DT FE HC under Sector 1 YBO
G Lav '

- S W - - L ey Wy By, L]

O Plot obtained with a few clicks

Q Very useful for incident analysis

Q Data from various sources (database, FSM) combined
transparently



Custom Plots
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~ Read-only access

O Web Access to DCS Data is mainly read-only

O CMS Operational Rules require that commands can be given only
through the standard SCADA interface (only by the Central Shifter
when CMS is controlled centrally)

O Some exceptions:
O VME Crates can be switched on and off from the web interface

O Access Control to ensure that user has proper privileges
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O Some exceptions:
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S1iB 51C ]

furg

D S1E S1F S1G 52B 52C 52D S2E S2F 55D S5F

Fan Fan Fan |Fan |Fan Fan

Crate  Detector State Command Time[urc] 2" 73n (Fan (Fan |Fan (830 (/15 13 78 15 1617|7810 (1112 13 (14|15 I6/17|VO (V1 (V2 V3 V4 VS Ve V7
S1E00d TRK - i . 3120 3120 3180 3420|3120 |3240 |25 19 2.06 |0 9146 |0 497 11.92 2.3 11.92
S1E00h TRK - aioEe.i3 3180 3240 3300 3240 3300 3420 |24 18 213 0 70.06 .04 498 11.97 231 1157
S1E001 TRK - 2 .1a 3180 3240 3300 3360 3360|3360 24 1825 |0 62.16| |0 5.01 12 2.3 11.98
S1E02d TTC - 45 3000 3000 3080(0 |0 |0 |21 16515 0 |0 0 04 5.01 11.96|48.02 3.3 11.98
S1E02g TTC 14:08 3000 3000 | 2060 22 1751 o o 18 4.98 11.97 33 11.96
= 13-SEP-12 . i :
S1E02] TTC 14:28 3180 3180|3240 20 17 135 |0 o 28 495 11.94 s.2s| (1188
1 13-SEP-13 : ; i : : :
S1E02m TTC 1427 3480 3360 3420 19 19 z0.62/0 |0 0 43 497 12 |47.82 3.27 12
13-5EP-12
S1E02p TTC L1418 3000 3000 | 3060 2z 18 5.81 0 o &5 438 11.55 z.25 1187
P 13-SEP-13 : : . : : :
S1E03d TTC L1005 3180 3240 3420 20 15 165 0 o 34 438 11,56 23 11.36
02-SEP-12
12:51
S1E03g TTC - 1 oie.1z 33603360 3300 22 18 2071 0 o a3 495 11,95 231 1187
S1E03j TTC 13:48 2300 3300 2200 20 18 26.17 0 0 54 495 11.57 2.3 12
J 12-5EP-13 . : . . :
S1E03m TTC 17:42 2420 3360 2420 21 15 21.87 0 28 54 495 11,95 228 1184
12-SEP-13 : : : : : : :
11:29
S1E03p TTC - 1 o1 3240 3240 3240 23 20 26.64 0 z.23 3.2 495 11.95 2.3 11.85
S1E04e GT La:ze 2000 3060 2060 20 18457 0 0 0 0 4.5 12.02 47.55 3.31  11.85
13-SEP-13 : : ’ 33 8- :
S1E04i T - TiEe. i3 8120 3000 3000 3000 2000 3050 20 7.01 |0 z0.36| |0 5 1184 228 1188
siE0al T - TiElnis 2100 2160 1980|2100 2040 2040 |20 527 |0 2z.12| |0 498 12 221 1187
S1E05a GCT - L1 3060 3000 3000 2940 3060 3060 23 a7.12|0 o 0 5.01 11.98 2.3 11.98
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Developer
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Upload
Hardware
Configuration
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l Import

[ Handler (v3.0)

Components | History  Settings icaas
e ]
| impon Fius hom g = | Grantscoass |

Hame: Version  Revision Last Modified

T CHStDetectoPiotecton 150 a3 20130405 105617 £ | [ o

P CMSWDetsctProtectnon 116 T4 HAP0220 172658 e | [ Cnf

@ CHShDsectoPiotection 118 o 01242417 1159.38 e | Cnd

O CMShDusctoPictection 114 041 20110518 147155 e | [l

@ CMSHDMectoPrtRecton 113 1487 010014 162822 £da | enl

[ QT TI  —— e mn NLALAE 13 2800
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: Installation
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o

DCS Expert
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e
—
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_

Monitoring




Administrative Tools

Web-Based Deployment

DEVELOPMENT
ENVIRONMENT

WEB APPLICATION
AND SERVICES

P .,

Commit

@ Code
Functional
DCS Component

Developer

9,

DCS Developers provide
code and functionalities
packaged in components

R—

Upload
Hardware
Configuration

>'- Repository

SUBVERSION

l Import

_ Componant Handler (v3.0)
Cemponents History Settings

[eareTwDe T eea

Hame Version  Revision Last Modified

PRODUCTION
ENVIRONMENT

; CMStwDetectoProtecton 150 4443 20130405 1056 17 Ede || Cnf
B CMShDetectoProtecton 1186 T 0220 172658 £ | [ Cnf
@ CMShDelectoProtects on 118 04 420217 115938 Eda || Cnf
N e W | ameoras | EDEE Install
L T — 143 ELit) WALAL 1 ER 8% w1 Targeted
Web Component Handler Components
- >
: Installation
-
.| = >
Set Active .
- i i Download i
: Configuration WinCC OA
> DB Targeted projects
< 3 Configurations

g

DCS Expert

Monitoring




Administrative Tools

Web-Based Deployment

DEVELOPMENT WEB APPLICATION PRODUCTION
ENVIRONMENT AND SERVICES ENVIRONMENT
)-‘ SVN
Commit '- Repository
@ Code SUBVERSION
“ Import
Functional
DCS Component o ‘Compenent Handler (v3.0) ]
Devel 0 p er Companents Histary Settings icaas
Ok © e —
‘0 @  CMShDetectoFrotecton 150 4843 NI;-:I-M 1056 17 Edr
P CMStDetectoProtecton 1186 T 0220 11'-2853 E%
| a it TR LT Install
DCS Developers provide = e et e Targeted
code and _functlonalltles Web Component Handler Components
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- Installation
Upload Set Acti ey >
Hardware eLAactive
Configuration ; | Configuration Download WinCC OA
> T DB Targeted projects
&) Configurations
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are stored in a dedicated
DB

€ [

o |

DCS Expert

M
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Administrative Tools
Web-Based Deployment

DEVELOPMENT WEB APPLICATION PRODUCTION
ENVIRONMENT AND SERVICES ENVIRONMENT
- VN Code is imported from SVN
Commit > s Repository and a new version of the
c Code SUBVERSION component is released
a N
“ l Import
Functional
DCS Component - - Componant ol (130 —
Deve|oper Companents | History  Settings

Version  Fevision Last Modified
150 4443 IG5 1056 17
1186 i AT 1T 265

118 4 AT 115938
114 1041 20190518 14TV 55

il 20t 3l MR

H 112 1487 20100414 16:28:32 : InStaII

DCS Developers provide M henens = Targeted

code and _functlonalltles Web Component Handler Components

packaged in components >

g . Installation
DB
Upload .
H arclloware Set Active > b
Configuration . m Configuration Download WinCC OA
> . DB Targeted projects
Configurations

are stored in a dedicated
DB

-

DCS Expert

Hardware Configurations ’




Administrative Tools
Web-Based Deployment

DEVELOPMENT WEB APPLICATION PRODUCTION
ENVIRONMENT AND SERVICES ENVIRONMENT
_ - VN Code is imported from SVN
Commit > - Repository and a new version of the
c Code SUBVERSION component is released
“ Import
Functional
DCS Com ponent Compenent Handler (v3.0) - .
Developer omponen Settings e The Installation Tool
é;é:)‘; e synchronizes with the DB
-_"s 3 e e ] v | Emmmuser | EENCHG and installs the new version
] = iz i |l
DCS Developers provide ST T T s | EEvanr Targeted
code and _functlonalltles Web Component Handler Components
packaged in components >
: : Installation
. DB
Upload . >
Hardware Set Active B .
Configuration | | Configuration Download WinCC OA
> T DB Targeted projects
are stored in a dedicated

DB

-

DCS Expert

Hardware Configurations ' Configurations




Administrative Tools
Web-Based Deployment

DEVELOPMENT WEB APPLICATION PRODUCTION
ENVIRONMENT AND SERVICES ENVIRONMENT
_ - VN Code is imported from SVN
Commit >" Repository and a new version of the
c Code SUBVERSION component is released
“ Import
Functional
DCS Component Compenent Handler (v3.0) G :
Developer Components | History | Settings i The Installation Tool
@ e = synchronizes with the DB
T ‘ anemnan | (IO and installs the new version
| it " = 2if§‘f§“li32§ ez Install
DCS Developers provide e =l B B Targeted
code and functionalities Web Component Handler Components
packaged in components >
a Installation
| . DB
Upload . >
Hardware Set Active ) : :
Configuration | | Configuration Download WinCC OA
> é DB Targeted projects
Hardware Configurations Configurations
are stored in a dedicated
DB ‘

projects can be monitored
from the web

-

o |

The status of the SCADA |
DCS Expert




CADA Monitoring and Control

cms_cen_dcs_2
cms_alig_des_01
cms_brm_dcs_1
cms_cen_dcs_1
cms_cen_dcs_3
cms_cen_decs_4
cms_cs_dcs_01
cms_csc_decs_09
cms_dt_dcs_1
cms_dt_dcs_2
cms_dt_decs_3
cms_dt_dcs_4
cms_ecal_dcs_01
cms_hcal_dcs_02
cms_rpc_des_1
cms_scr_dcs_01
cms_trg_des_01
cms_trk_dcs_1
cms_trk_dcs_2
cms_trk_des_3
cms_trk_dcs_4
totem_dcs_1
totem_dcs_2

cms_cen_des_2: on DCS-S2F16-07-02

m FSM | Processes | Log | Configuration |

Switch Host

Refresh

Prolect status:

RUNNING

CPU usage: 10% - memory usage: 23% - disk usage 11% |[REDU ACTIVE

[[stop [ kil | stant |[ once | manual | amays |[ sTor_aLL | starT_ALL [ resTarT AL [

! Process Monitor
':::' Database Manager
[ Event Manager

__| Control Manager
' Simulation Driver
| Distribution Manager
" Redu Manager
Split Manager

"I Control Manager
"I Control Manager
[ PVSS00DimErTinfo
| Simulation Driver
|| DIP Manager

| PVSS00Perf

" Control Manager
[ Control Manager

|| Control Manager

L=

19

13
16

manual
always
always
always
always
always
always
always
always
once
always
always
always
always
always
manual

always

mm«ﬁm

running 5172
running 3502
running 2432
running  -f pwss_scripts.lst 5052
running 4844
running 3356
running 6956
running 3506
running  -f fwinstallationAgent.lst 4916
- s -1
running 4258
running  -num13 4340
running  -num 16 -dns dipns1 dipns2 8592
running  -DIM_DNS_NODE cmedimns1, cmedimns2 1708
running fwFsmSrvr 5880
- CMSfwLicenseCollector/CMSTwlLicenseCollector.ctl -1
running  unDistributedControl.ctl 6908

m



SCADA Monitoring and Control

cms_cen_dcs_2
cms_alig_des_01
cms_brm_dcs_1
cms_cen_dcs_1
cms_cen_dcs_3
cms_cen_decs_4
cms_cs_dcs_01
cms_csc_decs_09
cms_dt_dcs_1
cms_dt_dcs_2
cms_dt_decs_3
cms_dt_dcs_4
cms_ecal_dcs_01
cms_hcal_dcs_02
cms_rpc_des_1
cms_scr_dcs_01
cms_trg_des_01
cms_trk_dcs_1
cms_trk_dcs_2
cms_trk_des_3
cms_trk_dcs_4
totem_dcs_1
totem_dcs_2

cms_cen |

m FSM | Processes | Log | Configuration |

des 27 on DCS-52F16-07-02

Switch Host
Refresh

Prolect status:

RUNNING

CPU usage: 10% - memory usage: 23% - disk usage 11% |[REDU ACTIVE

SCADA projects
can be monitored
from the web

" Process Menitor
|| Database Manager
[ Event Manager
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" Redu Manager
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"I Control Manager
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cms_cen_dcs_2
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m FSM | Processes | Log | Configuration |

Switch Host

Refresh

Prolect status:

RUNNING

CPU usage: 10% - memory usage: 23% - disk usage 11% |[REDU ACTIVE

[stop [ kit | star |[ once | manual | always || STOP_ALL | START_ALL | RESTART_ALL

SCADA projects
can be monitored
from the web

" Process Menitor
|| Database Manager
[ Event Manager
"I Control Manager
' Simulation Driver
| Distribution Manager
" Redu Manager
[ Spiit Manager
"I Control Manager
"I Control Manager
[ PVSS00DimErTinfo
| Simulation Driver
[ DIP Manager
| PVSS00Perf
" Control Manager
[ Control Manager

[ Control Manager
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manual
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- stopped |
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running
running
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running

- CMSfwLicenseCollector/CMSTwlLicenseCollector.ctl

running

-f pwas_scripts.lst

-f fwinstallationAgent. lst

-f fwScripts.Ist

-num 13

-num 16 -dnz dipns1 dipns2
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fwFsmSnvr

unDistributedControl.ctl

DCS Experts can
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SCADA processes
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Enterprise Portal: Advantages

Q Single Sign On

O Role-based Access Control
O Integrated with CERN Credentials
O Easy to restrict some pages or functionalities to groups of users

0O Exported to DCS to define control privileges
a Portlets deployed independently
Q Consistent Look & Feel

Q Structured Navigation
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Enterprise Portal: Advantages

a Single Sign On o

Enter your NICE user name and password to sign in (same as for CERN mail server)

User Name
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Q Role-based Access Control
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Summary

O Web Interfaces used daily

QO 100s of CMS users access the portal for multiple purposes
O Number of users with access to DCS data has increased

a Usage of native WinCC OA interfaces in Terminal Server
dropped

O Limited to few cases when experts need to take very specific
actions from remote

d Web Administration Tools are now an essential part of the
deployment process and monitor tasks

0O Helped to achieve the flexible and maintainable architecture of
the DCS

O Now indispensable for CMS Operation
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