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Abstract

Nowadays, all major infrastructures and data centres
(commercial and scientific) make an extensive use of the
publish-subscribe messaging paradigm, which helps to
decouple the message sender (publisher) from the
message receiver (consumer). This paradigm is also
heavily used in the CERN Accelerator Control system, in
Proxy broker - critical part of the Controls Middleware
(CMW) project. Proxy provides the aforementioned
publish-subscribe facility and also supports execution of
synchronous read and write operations. Moreover, it
enables service scalability and dramatically reduces the
network resources and overhead (CPU and memory) on
publisher machine, required to serve all subscriptions.
Proxy was developed in modern C++, using state of the
art programming techniques (e.g. Boost) and following
recommended software patterns for achieving low-latency
and high concurrency. The outstanding performance of
the Proxy infrastructure was confirmed during the last 3
years by delivering the high volume of LHC equipment
data to many critical systems. This work describes in
detail the Proxy architecture together with the lessons
learnt from operation and the plans for the future
evolution.

INTRODUCTION

Already in 2008, at the time when LHC accelerator
started the beam operation, it became evident that the
existing controls infrastructure was not capable to serve
the continuously increasing demands of many data
intensive applications. The front-end computers (FECs),
running the real-time LynxOS system, with 1 CPU and
limited memory, responsible for the control of equipment
and data acquisition, were the main source of a major
performance and scalability bottleneck. Therefore, the
Middleware team came with the proposal of introduction
of a Proxy server, which would decouple handling of
subscriptions to all interested users, decrease use of
resources on FECs and allow for better scalability of data
distribution channels. The Proxy infrastructure was
developed in close collaboration with equipment groups
and operation team and it was deployed for all major
equipment systems in LHC and partially for other CERN
accelerators.

REQUIREMENTS

The following technical requirements were defined for
the middleware Proxy:

e  Proxy (acting as middle-tier server in peer-to-

peer environment) should be integrated

transparently into the control system, so that
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client applications should not experience any
difference when operating directly with remote
device servers or via a Proxy. Moreover, it
must use the RDA2 [1] framework for the
client and server sides.

e As a middle-tier server, Proxy intercepts every
request coming from a client to device server
(Get, Set, Subscribe). This imposes very tight
constraints in terms of performance: Proxy
should not significantly impact performance of
the overall communication.

e The main Proxy responsibility is to decouple
publishers from subscribers for handling of
subscriptions.  Proxy should implement
grouping of subscribers and broadcasting of
the subscription updates.

e  Proxy architecture must be scalable and highly
concurrent to serve many independent clients
simultaneously.

e Asynchronous processing of the subscription
updates is required in order to guarantee non-
blocking communication, especially when
slow client consumers are present.

e Proxy should preserve ordering of the
subscription updates for each subscriber.

e Proxy must be integrated with the existing
Role-Based Access Control (RBAC) [2]
mechanism for the CERN control system.

e  Proxy software may run permanently for very
long period without interruptions, therefore it
is important to provide advanced diagnostics
and monitoring capabilities in order to be able
to inspect its state at any time.

PROXY ARCHITECTURE

The development of Proxy started in 2008, when the
core part of the LHC control system was already in place.
It was built on top of the existing components and became
an integral part of the middleware infrastructure and the
CMW project.

Client applications operate remote devices -either
directly (2-tier mode) or via middle-tier servers (3-tier
mode). Moreover, there can be several middle-tier servers
between a particular client and a device server.

Proxy supports two types of communication: request-
reply (Get and Set calls) and subscriptions (Subscribe
calls). Proxy acts as an intermediate component between a
client application and a device server, which controls
some physical equipment. Figure 1 shows the overall
architecture of the control system including Proxy
servers.
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Figure 1. Proxy in the control system

Request-Reply Channel

For the request-reply calls, Proxy performs additionally
several operations as described subsequently.
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Figure 2. Proxy data flow for request-reply calls

When a client application sends a Get or Set request to
a certain device (1) it is handled by the Proxy server-side.
The server-side is based on the RDA2 library, which is
implemented on top of the omniORB product [3], i.e.
CORBA C++ ORB implementation. Currently, we use
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thread-per-connection mode, which allocates one thread
per each physical client connection. A dedicated thread
handles all requests from the given connection (2). Proxy
inserts client token, used for device access authorization,
in the context of each request (3), such that the original
client token is propagated on “per-operation” basis. Next,
the request is sent synchronously to the device server,
where authorization and the final processing are
performed (4). The detailed data flow for request-reply
calls is depicted in Figure 2 above.

Subscription Channel

For the subscription calls, Proxy performs much more
additional processing. When a client requests to establish
a subscription (1), Proxy first performs grouping and
matching of the incoming subscription with the already
existing ones (2). This means that Proxy establishes at
most one physical subscription to the device server for a
given property and if there are several subscribers to the
same property, Proxy broadcasts subscription updates to
all of them when a new update arrives from the device
server. Therefore, when a client subscribes to a property,
for which there is already an established subscription,
Proxy adds the new subscriber to the existing group and
does not send the subscription request to the physical
device. This however means that new subscribers are not
guaranteed to receive so called “first-update” after the
subscription grouping, because the device server is not
aware of the new subscribers. In order to solve this issue
and always provide the first-update (3), Proxy performs a
Get call for the grouped subscription before further
processing of the request (4). After receiving the first-
update, Proxy sends it synchronously to the subscriber
and adds it to a particular group. Obviously for the first
subscription in the group handling is different: the first-
update step is not needed, since device server can provide
the first-update on its own. Instead, Proxy establishes
physical subscription to the device server using Proxy
authentication token (5). Server authorizes the
subscription request (6) using the provided Proxy token,
which should contain the CMW-PROXY role. As a
consequence, RBAC access rules for the servers behind a
Proxy must explicitly allow the CMW-PROXY role to
establish subscriptions. After a subscription is confirmed,
server periodically publishes updates to the listeners (7).
On the Proxy side, there is a dedicated dispatcher per each
client connection that contains message queue and a
dedicated processing thread. Each subscription update is
pushed into corresponding message queue (8) and
processed (delivered to the client) by dedicated dispatcher
thread (9). This architecture allows us to:

e Solve the “slow client” problem. If there are
slow consumers in the system, they do not
block other clients, because of a separate
message queue for each client;

e Preserve ordering of the subscription updates;

e Apply notifications drop policy for slow
consumers only;
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e Have detailed statistics and diagnostics per
each client and each subscription.

Figure 3 depicts the data flow for subscription calls.
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Figure 3. Proxy data flow for subscriptions
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Configuration and Deployment

An important aspect for operational use of a service is
configuration support and ease of deployment.

Any device server, implemented using the RDA2
framework, can be accessed via a particular Proxy, thanks
to several configuration methods, which can be applied,
one at a time:

e  Mapping through the Controls Configuration
Database [4] — this is the default approach,
which requires a given device server to be
mapped to a particular Proxy in the database.
One Proxy can be mapped to many device
servers, but a particular device server can be
mapped to at most one Proxy. This approach
provides full transparency for all involved
parties, i.e. client side, Proxy and device
server. The client calls are redirected via a
Proxy thanks to the CMW Directory service
resolution, which is based upon the latest
database mappings. This is also the preferred
way for running all operational Proxy
instances.

e Programmatic mapping using RDA2 API —
this approach can be used to override the
database mapping, when an explicit Proxy
server name is known in advance (e.g.
command line argument or configuration
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file). It is used in the continuous integration
environment, where different types of
redirections are tested.

e  Mapping through the system properties — this
approach is most often used in test setup,

when both previously described
configurations  (database  driven  and
programmatic) have to be overridden

temporarily for a test purpose. It can be also
used during the integration testing of several
controls components.
Having in place several ways to configure device server
to Proxy mapping, allows for a non-intrusive deployment
of new Proxy servers even during the beam operation.

Access Control

Proxy servers act as an intermediary layer between
clients and actual device servers. The major security issue
in this model is how to enforce the access control for
subscriptions.

In order to address this problem authentication for
Proxies was introduced. The purpose of authentication is
to verify the digital identity of a principal. If the
authentication process succeeds, its result is a digitally
signed authentication token that is returned to the
application. The token is a short-term uniform substitute
of the real credentials. It is issued by the central
authentication server, which can reliably verify the user’s
identity [S]. At start-up, each Proxy performs
authentication by location, without wusing explicit
credentials and obtains a token that contains the CMW-
PROXY role. RBAC access rules for devices working
behind a Proxy must allow the client subscriptions on
desired properties for that role. This approach has several
advantages. First, being very simple, efficient and non-
intrusive, it enforces access control in a single place.
Second, it helps equipment specialists to impose usage of
a Proxy for certain device servers thus preventing direct
client access and limiting the performance problems [2].

Diagnostics and Monitoring

For diagnostics and monitoring of any CMW server a
dedicated GUI application was developed, called CMW
Admin, that can query any server for information about
its state. Proxy is a CMW server inherently and it also
exposes common properties, e.g.: configuration, state,
logging, connected clients, etc. Additionally, it exposes
specific administrative properties to monitor:

e State of each grouped subscription - this
property reports detailed information about
grouped  subscription, status of each
subscriber, number of updates and timestamp
of the last subscription update.

e State of each connected client together with
state of the allocated thread and message
queue for that client.

Figure 4 presents the detailed diagnostic view of the
grouped subscriptions together with related information
about the subscribed clients.

Software Technology Evolution



Proceedings of ICALEPCS2013, San Francisco, CA, USA

[ crnuwtdrnin (NOT LOGGED) - defaultxml web configuration
Fle Edit View Help

[8| ~ RBA:notoken Search: Civ-PROKY

<[ Not monitori ; click them to update 11:08:51 26108/13 =
s =

@ cmw-PROXY-BCTDC] | cioproxvcrocococ -ened

@ CMW-PROKY-BCTF ¢

[ CMW-PROXY-BETS = - =
@ cwn-PROXY-BIS.Cs-
E CMiN-PROXY-BLDM.c|
CMVW-PROKY-BPM.cs| | ==
[ CMW-PROX-EC.cs-¢ | [ Clients | Logying | Device | AccessMap | Routes
[ cww-PROXY-BRAES | ff i I State I 2
0 cMw-PROXY-BSRT cf
@ cMW-PROXY-BTV.cs-— || 1| refresh
E CMW'PRO‘”'COLL'F [ 838 Subscription [T cerm.ch/B118 listener(0x77e604068830). Created: 2013.04
i gmgiggggtt: 293 HANDLER: CT.PHAS BPRO532IAL aUis tion @F esaSharedServer.cfe-2001-agw selector( onCH |
H oqiea o i 939, Subscription [FEERE LR Ejcem.ch/g18 listener(Dx7fc60403a7d0). Created: zuwaj
8w rRowreTrprl | [29¢ HANDLER: CTPHAS BPROS S SSeting@F esashareaganer cfe-2001-agw selector) onchan
i 4 840, Subscription [T I TLE ] em.chi118 listener(IxTieB04045310). Created: 201 3.0
a gm:gggg:g?f; 285 HANDLER CTFWDKSA0ISeting@F esasharedServer cic-2001-agw selectar) onChange(fals
B CMVEPROKXY-CTM.cS 841, Subscription |cem.ch/20863 listener(0x7fc5ed025060). Created: 201
842 Subscription [ i cern.chy3088 listener(0x71c6a0D 1 d070). Creatert: 2013
_| | 843 Subscription [EEEEEEERT T  cem.chi3351 listener(DxTic5d001 8co0). Created: 2013
296. HANDLER: CTFMDKS30/Stalus@F esaSharedServer.cfc-2001-agw selector) onChange false
844, Subscription [TETTETTETTETT eem.chi20863 listener(0x7c6ed024f10). Created: 2013
845. Subscription Eem ch/3088 listener(Dx7fc6al1 58e0). Creater: 2013
EIRRARRRRRRARH

846, Subscription cern.ch/3351 listener(0x7ic5d0024610). Created: 2013.0

= -
@ CMW-DIP-SERVICES | —
0 CMW-PROXY-ADE cs

CUR-FRIOCF-RT-ALS c - cox oo [Ep— e

10:54:51 26/08/13

@ cww-PROXY-LELes-
0 cMw-PROXY-LIN.cs-
@ cMw-PROXY-PSE cs
@ cww-PROKY-RF-ACE
@ cMwW-PROXY-RF-SET|
@ cwvv-PROXY-RF-SET)
@ eqpaw_all

FESA by accelerator
FESA hy class

FESA by frontend &l
FESA by accelerator & cl
GM by accelerator

GM by class

NOTIFICATIONS:

1. Dispatcher [ITERTET TN T]cemm chy29062. Created: 2013.08.23 16:57:30, Last update: 2013
2. Dispateher. cerm.ch/7672. Created: 2013.08.23 16:57:28. Last update: 2013
3. Dispatcher: [ T rem ch23472. Created: 2013.08.23 16:57:33, Last update: 2013
4. Dispateher: TR ke chil T856. Created: 2013.08.23 16:57:26. Last update: 2013
5. Dispateher: [5G0 i bem chi26089. Created: 2013.08.23 16:57:24. Last update: 2013
6. Dispatcher. cern.chi1 5526, Created: 2013.08.23 18:01:22. Last update: 2
_Disnatche cern chidfl; Created 2013 08 26 10:0; Lastundate

NERITA

Figure 4. Proxy diagnostic view in CMW Admin GUI
STATUS OF THE PROJECT

Proxy was successfully deployed and commissioned in
LHC operation in 2009. The system passed many
centrally organized tests. The feasibility, performance and
overhead of using Proxy were experimentally evaluated.
The results show that the overhead is acceptable and the
chosen approach can be effectively used in the CERN
control system.

Currently there are 26 operational Proxy servers and
additionally 2 instances running in the test environment,
i.e. the Controls Testbed [5]. Test configuration allows us
to perform integration testing without interaction with the
production environment. The outstanding performance of
the Proxy infrastructure was confirmed during the last 3
years by delivering high volume of LHC equipment data
to many critical systems. As a result, even the constrained
front-end computers, operating with limited resources,
were able to deliver data to many critical applications,
which was not possible before introduction of the Proxy.

Nevertheless, there are still few areas, where current
implementation can be improved and extended in order to
expand the area of its applicability.

Limitations

Proxy was built on top of the existing infrastructure:
RDAZ2 and RBAC. Proxy development started when those
components were already implemented and we could not
change API and architecture of the mentioned libraries.
As a consequence, there are several limitations with the
current version of Proxy.

First important limitation is copy overhead. For each
incoming request Proxy does deserialization from the
network representation into Data object, which is then
serialized again into the network form. This conversion is
not necessary, since Proxy does not change the data (it
may change only context) but it is expensive.
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Performance analysis showed that Proxy wastes around
50% of CPU time doing this data transformations.

Another limitation is the lack of support for permanent
subscriptions done via Proxy with client authentication
token. The workaround is to always establish subscription
through Proxy with Proxy’s authentication token. As a
consequence access rules of the device servers behind the
Proxy must be modified in order to support authorization
of the middle-tier Proxy server.

FUTURE PLANS

The most important objective for Proxy in 2013/2014 is
integration with the new RDA3 framework [7]. The new
Proxy version will allow for communication between
clients, both RDA2 (based on CORBA) and RDA3 (based
on ZeroMQ), and RDA3 device servers. This would help
to organise a smooth introduction of the new RDA3
device servers without changing immediately code of the
client applications. The new RDA3 provides better
integration with RBAC and abstractions for building
middle-tier services like Proxies.

In the next major Proxy version we plan to optimize the
performance, to make the product more scalable, reliable
and responsive. Our goal is to remove unnecessary copy
overhead by avoiding expensive serialization and
deserialization thanks to the architecture of the new
RDA3. We also plan to achieve better integration with the
access control mechanism in order to:

e  Get rid of “Proxy RBAC token” and perform
all the communication using clients token;

e Eliminate the need to modify access rules on
the device server side to allow going through a
Proxy;

e Make communication fully transparent by
using advanced session mechanism, so that
server knows all of its clients, even if they are
connected via a Proxy.
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