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ABSTRACT

The ATLAS (Argonne Tandem Linear Accelerator System) control system hagysalwovided
remote access. In the distant past this aceess limited to a telephone modem (modulator
demodulator), and it was used primarily to resolve software problems using a characteetvaisel.
More recently, however, with the arrival of the Internet aewer technologies complete remote
control and monitoring of the accelerator using GUIs (Graphical User Interfaces) has dized.re
The communication speed of the remote connection is limited primarily by the ressste network
interface. Except fothis limitation access is complete and flexjldad allows for full control of the
accelerator from anywhere in the world. Remote access to an acceleratads sy@tem is not a new
idea, but variants of the same idea are probably being used aerdiffiestallations. This paper
describes the approach taken to remote control and mogitifriXT LAS.

INTRODUCTION

Focusingprimarily on nuclear physics, ATLAS iskyybrid heavy ion accelerating system consisting
of a Tandem electrostatic accelerator argliperconductingINAC (Linear Accelerator). The system
is capable of acceleratingw-energy heawon beamsof isotopesrangingfrom hydrogento uranium
to nearly 20% the speed of light

ATLAS operates 5.5 to 7 days a week, 24 hours a day with a tatabsonly 19 persons. The
operations crewiotals 7 persons. The result is timaany eveningmidnight and weekendhifts are
staffed with only one operator, and no other supptatf is on site. Thus when problems develop,
system experts must eithér the problem over the telephone or come tolthboratory. Remote
access to the control systgmovidesa third option for diagnosis and even repair depending on the
problem.

Remote access to the ATLAS control system has been used for many yearsdmgriie group to
monitor the control systemand to fix problems that develop after work hours. Recently, full access to
all features of the control system has been implemented. This allows system expersofts v
subsystems of the accelerator to log foom home or their hotel room and monitihe facility
operation anaorrect probles that arise. This has begseful on occasion in monitoring and tuning
ion sources for ATLAS.

This paperdescribesthe current state of remote acceasd discusss how the system may be
developed further to enhance the ability to have full control of the accelerator frametimet.

THE CONTROL SYSTEM

The foundation of theATLAS control system currently consists af server computer anavo
primary subsystemsThe fira of these subsystems is a single CAMAComputer Automated
Measurement And Contro8erial Highway, which links as many as 18 CAMAtes.The second
subsystem is an Ethernet bak@dN (Local Area Network).

The realtime softwareaspects of the contraystem are handled Byista Control Systems’ software
package “Vsystem” [1]. Vsystem is a network distributed control system software that provide
distributed database acceshe package includes a library of callable database access routines, several
database access utilities, and a Glifiplay processAt ATLAS, Vsystem runs on the HP OpenVMS
[2], Microsoft Windows [3], and Linux [4] operating system platforms

. Thiswork is supported bthe U.S. Department of EnergMuclear Physics Division, under contract3At109-Eng-38.
Undergraduate Research Participant



10th ICALEPCS 2005; F.H.Munson, R.C.Pardo, M.A.Power, R.C.Raffenetti, R.J.Carrier et al. : Remote Contr... 20f5

REMOTE ACCESS

The ATLAS control system LAN is isolated from the outside world. Howewsrstam that provides
both VPN (Virtual Private Networkland NAT (Network Address Translation) capabiliyovides
secure authenticated remote connections to the otherwise isolated control system.

Motivation and Goals

Prior to implementation of the VPN, accégghe isolated networlkkom outside the ATLAS facility
was providedy a “diatup” modem, and access from within the facility was provige@vorkstations
with two networkconnections. These “bridge” B@ave local access to the control system LAN
while providing an indirect avenue to software and patches obtaineddimad download. While the
PCs provided no routing function, the arrangement violated the developing security pblihe
Laboratory. Moreeer, there was no remote access except fodialup modem, and modenseat
the Laboratoryis now being discouraged.

Therefore, the goals @hplementing the VPN were to maintain independeimagrove security, and
allow highly regulatedemote access to the control system LAN frthhmoutside foradministrative
purposes. The latter was not expected to be a high demandaneethe preferred access method
would be a familiar one not requiring new tools or complex procedures. The common remote
computer was a PC with some versionMitrosoft Windows, either in the Internenvironment,or
just not within the isolated ATLAS LAN.

VPN Server Configuration

While the &boratoryprovided VPN permitted remote computers to securely accessotatory
resourcesijt could not satisfy theeed for access thd isolatedATLAS LAN. After investigating
VPN alternativesit was determined thaMicrosoft Windows 2000 Server running on a PC with two
network connections was a c@dtective solution that met all of the goals. The VPN satisfied the
isolation and saurity requirementswhile the software supported the remotient platforms.Other
commercial VPN solutions were targeted to Higimdwidth requirementand typically had material
costs two or more times that of the present solution

Figure lis a schemtic of the remote access arrangemditite basic elements include a PC external
to the ATLAS LAN (the remoter home PC), the Internet, thatoratory firewall, and the isolated
LAN in which the controlsystem computers participatEhe isolated LAN incldes a standalone
Active Directory“forest that provides authentication and other services for the Windows computers.
There ae two domain controllers, am@dchcontrollerruns DNS (Domain Name Service)The RRAS
(Routing and Remote Access Server) is emiper of the domajrand clients that access the LAN
through its VPN functionauthenticate to the domain. No access to the isolated LAN from the outside
is permitted without authentication.
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An authenticated VPN connection from an external PC to a computer theidséTLAS LAN
creates a logicakndto-end encrypted connectioim which the external PC acts as a member of the
ATLAS LAN. The RRAS server has a pool of ATLAS LAN (mternet Potocol) addresses that it
assigns to external BCAIl logical connections consist of physical connections through the RRAS
serverfrom inside or outside of theaboratory firewall.

VPN Client Configuration

The CMAK (Connection Manager Administrator Kitzard is a tool that dgdes “service profilé
creation. The service profile assigns all of the settings for usehe result is a singldiskette
installatian kit that iscustomized for the ATLAYPN and its environmenT.he user simply executes a
singlefile on the diskette to install the VPN client software on his or her remote cengystem.

NAT Configuration

In addition to the VPN function, the RRAS server allows computers inside the isolated LAN to
access the outside world via a@AN function. This latter feature permits the direct download of
software and patches from the Interfidte NAT configuration enableasers ofcomputer systems
physically connected to the isolated ATLAS LANM participate in the endnment outside of the
ATLAS LAN just as if they had a direct connectida the Internet. When using the NAT there is no
access to the isolated ATLAS LAN from the outside, unless first solicited from a systieim tve
isolatedLAN.

Remote Desktop Access

At the outset of this project the imtigoal was to provide convenient remote access to control
system computers for administrative functiongile successfully stablishing avPN connection to
the control system LAN is a major step in providsggureremote access, it does little to prowithe
remote user with an interface to the control system’s computers.

An interface to the control system@penVMS systemsto perform administrative functionss
easily establishedoy using terminal emulationsoftware operating on the remote user's PC.
Connections cabe madeo theseOpenVMS systems using a remote access tool sudklaet.

However, the preferred methad ATLAS for establishing remote access to ttantrol system’s
Microsoft Windows computerdor administrativepurposesis through he use ofRDP (Remote
Desktop Protocol)After establishing RDP sessions with Microsoft Windows systems, such as the
domain controllers described previously, the external userusanhe same tools remotely that
administrators use while workingrelctly on those systemdhis has the advantage of freeing the staff
from licensing and maintainingdtsame tools on the external2C

USER INTERFACE OPTIONS

As discussed previouslyraviding remote access is only part of what is necessary to give the remote
use complete and convenient access to a control system. Character based terminals are dinsdng the
devices used to provide a remote user with an interface to a computer systemniasisgomputer
user interfaces rely on a “windowingystem of some sorand these systeniscorporate character
based terminals as just another window. THegtual terminal$ are used, as in the pagtimarily for
command line operations. Arguablthe two most prevalent windowing systeinsuse todayare
Microsoft Windavs andthe X Window System [5], whichsi often referred to as simply Windows
Vsystem’s display proceds a graphical user interface that has been designed to run in both the
Microsoft Windows and X Widows environments providing botts an option.
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X Windows Option

The X Windows optiomequires thathe renote user’s computer haa X Windows" servel' process
running. AnX Windows “client’ process, such as an X Terminal, is then started on a local control
system computer, but the X Terminal display ésitsto the user’s remote computbising the X
Terminal the user logs into a control systeamputer and starts the Vsystatisplay utility. The
Vsystemdisplay utility runs as a process on a local control system computer performing tatalsga
accessbut the actual display is sent back to the remote user’s cemymihg X Windows commands.
Most of the traffic over the network connection is X Windows traffic. This opsbown in Figure 2,
is more generiand can be adopted by a variety of contralesyssoftwareThe primary advantage to
this option is that the local control system displays and software can be updima Wwaving to
propagate those changes to the remote systems.

Isolated LAN

Control
Computer

Most Traffic

X-Windows is X-Windows

Server Runs
Here

X-Windows
Client and Display
Process Runs Here

Physical
Connection

Q‘ but Display is
. ~ Routing and Presented at Home
Lal‘)oratory Remote Access pC
N Internet Firewall Server
Home PC |
Figure 2: X WindowdRkemote Acces®ption
Vsystem Option

In order to use this option Vsystem software would have to be indstafiethe remote user’s
computer, which could be running an assortment of different operating sys¥diths.this
configuration the Vsystem display utilityns on the maote user’s computer instead of a local control
system computer. Database access is perfoanedehalf of the remote display process by a local
database access processa local control system computehd connection betweehd database and
the remoté/systemdisplayprocesds accomplished usingsystem networking software. Mosf the
traffic over the network connection is Vsystem traffibe Vsystem option is useful if the goal is to
decrease the ug# local contol system computingesourcesThis optionis shown in Figure 3. s
not currently used routinely aATLAS, because the X Windows option is eadio implement and
maintain ortheremoteuser’s computeiThe Vsystem software would need to be licensed and installed
on each remote computand updated as changes occur on the local control system.
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PERFORMANCE ISSUES

The X Windows option has been installed for use on some staffuters, both office and laptops.
This optionhas beemised to both monitor accelerator operatamd to actually control certain aspects
of the accelerator remotelgo far this feature has been usedy in developmental activities and in
trouble shooting situations. Actual remote control of teantp deliveredfor researchhas not been
attemptedht this point.

Performance of the remote interface has been excellent when used in conjunction with a DSL
(Digital Subscriber Line) or Broadbamennection. Significant ion source development activity has
beenaccomplishedrom a home computer by at least one of the authors. This has been possible
because beam current monitoring has been fully implemented through the cosyptgmfor local
ion source Faraday Cups, bwsnot beenfully implemented in he rest of the facility. Thus it is
possible to tune nearly all aspects of the ion source and nearby beam amalytsésport systems
through the control system. Undeesle conditionsan occasional break in the communicatibas
been experiencedvhich usually lasts foonly afew seconds. Otherwise, information update speeds
are quiteadequate to give the rematgerator the feel akakttime control

CONCLUSION

The inhouse assembled and configured VPN/NATtaysalong with the X Windows Remote
Access optiorhas proven to be a low coedbw maintenanceystem.To further increase its usefulness
we are working toward implementing additional beam diagnostics informationititdlfthe computer
system, thus allowing beam control and tuning of anycasehe accelerator over the Internet.
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