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HOW WARCS WORKS

� In the initial state, a http server is running at the relay server. And iptable firewall denies any 
connection from outside of the site. (Fig.2)

Fig2. Initial state of WARCS.

The shift leader calls an expert when the operation crew give up fixing the problem. The expert must 
have a mobile phone at the outside. 

The shift leader accesses to the web page. The shift leader chooses communication application, 
VNC or telnet, choose target workstation to login and obtain generated one time password. Multiple 
client users, up to 10, can connect to the server. The connection is named for management. Iptable 
uses this name as the name of the chain. The shift leader launches vnc sever and zebedee server at the 
workstation. If graphical mode is chosen, zebedee allows vnc to connect only to the relay server, 
because the vnc server at the workstation is running in password-less mode for easy login. Nobody 
else but the relay server access the vnc server running at the workstation.

Fig.3 Shift leader begin to use WARCS.

The cgi-bin process started by web server do three jobs (Fig.3). One is generating eight-digit one 
time password (Fig.3-1) and displaying on shift leader’s web browser. The password is stored to a 
SQLite  table  in  encrypted form (Fig3-2).  Second is  launching another web process which serves 
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requests from the expert (Fig3-3).  Third one is creating a iptable chain opening ip port for the web 
process (Fig3-4).

The shift leader tells the one time password to the expert  by phone (Fig3-5). 

Fig4. Establish connection.
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