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phase of the project, the required level of quality in the de-
sign, implementation, testing, integration, configuration, 
usage and maintenance of the ACADA product are met. 

QUALITY ASSURANCE  
MANAGEMENT ORGANIZATION 
This section describes relevant roles and responsibilities 

applicable to the ACADA-SQAP, together with the soft-
ware quality tasks to be performed. 

Roles and Responsibilities 
The ACADA SDLC follows an iterative and incremental 

model which is based on the ISO/IEC 12207:2017 standard 
[3]. The roles and responsibilities of the personnel assigned 
to the ACADA quality assurance activity are listed in Table 
1. They are individuated based on the roles and responsi-
bilities defined in the ACADA Management Plan and
ACADA SDLC [4]. Depending on the level of responsibil-
ity of the QA activity to be performed, four main bodies
have been defined1.

ACADA SQA Management Body is responsible for the 
organization and implementation of the SQA activities re-
lated to the definition of the program and associated budget 
and personnel needs. This body is also responsible for the 
supervision and control of the planned activities for the 
product and maintenance quality assurance. 

The quality aspects of the ACADA system in the global 
quality framework of the whole CTA project involve the 
presence of the SQA Top Management Body, responsible 
for the top-level tasks of the quality process assurance. 

The SQA Professional Body is responsible for the tech-
nical implementation of the measurable quality quantities 
(metrics) and the execution of the tests. This body is mainly 
composed of designers, developers, and testers. 

 The validation and verification activities are performed 
by the SQA Validation and Verification Body, which can be 
composed of external and internal members of the project 
(e.g. ACADA Coordinator, stakeholders). This body is in 
charge to supervise the quality tests of the product and to 
organize audits to evaluate the related quality reports.  

PRODUCT ASSURANCE 
The quality models adopted for ACADA are two, as rec-

ommended by [5]: Product Quality Model and Quality in 
Use Model. They are related to the definition of the quality 

Abstract 
The Array Control and Data Acquisition (ACADA) soft-

ware is a crucial part of the Cherenkov Telescope Array 
(CTA) Observatory and requires the definition of an appro-
priate Software Quality Assurance (SQA) process. This ac-
tivity is necessary to ensure the development and mainte-
nance of a high-quality product, throughout the construc-
tion stage and the whole lifetime of the Observatory. Soft-
ware Development, Software Management, and Software 
Verification and Validation Plans are the mainstays of the 
SQA activities documented in the SQA Plan (SQAP). The 
Scope of this paper is to describe the SQAP proposed for 
the ACADA work package, which includes all the neces-
sary actions planned to guarantee process and product con-
formance to the ISO/IEC 25010:2011 standard. 

INTRODUCTION 
The Cherenkov Telescope Array (CTA) is the next-gen-

eration atmospheric Cherenkov gamma-ray observatory. It 
will be the world’s largest ground-based facility for 
gamma-ray astronomy at very-high energies. The observa-
tory will be composed of more than 100 telescopes and dif-
ferent types of calibration devices that need to be centrally 
managed and synchronized to perform the required scien-
tific and technical activities. 

The operation of the array requires the presence of a 
complex Supervisory Control and Data Acquisition 
(SCADA) system, named Array Control and Data Acquisi-
tion (ACADA) [1]. The quality level of the ACADA work 
package is crucial for maximizing the efficiency of the 
CTA operations. 

An appropriate SQA activity is fundamental to ensure 
the development and maintenance of a high-quality 
ACADA product. Furthermore, it will help to improve re-
liability, maintainability, and cost-saving through the 
prompt discovery of problems. 

In the next sections, we will describe the SQA organiza-
tion and planned activities. We will show how the defined 
roles and tasks are coherently scheduled and organized 
with the ACADA Management Plan, Software Develop-
ment Life Cycle (SDLC) Plan [2]. We will present the qual-
ity models and the related metrics defined to comply with 
the required quality standards. Finally, we will describe the 
procedures and methods applied to guarantee that, for each 
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level of the product (Product Quality Model) and the qual-
ity level of the outcomes of interaction with the specific 
users (Quality in Use Model) [5].  

 

 

 

Table 1: ACADA QA Roles and Responsibilities 

Roles Responsibilities 
SQA Top 
Management 
Body  
(SQA -TMB) 

• Assure ACADA compliance with 
stakeholders’ requirements 

• Approval of SQA activities pro-
gram and budget  

• Ensure availability of resources 
for ACADA SQA activity  

• Ensure that the QA objectives for 
ACADA system are established 
and accomplished 

• Assure the quality of ACADA 
maintenance service 
 

SQA  
Management 
Body  
(SQA -MB) 

• Preparation of SQA program and 
budget 

• Periodic control of the SQA 
planned activities 

• Provide planning and oversee im-
plementation of changes neces-
sary to adapt the SQA activity to 
major internal and external 
changes. 

• Determine the adequacy of the 
manpower and resources for SQ 
activities 

• Interface with Safety, Reliability, 
and Verification & Validation 
personnel on SQA activities 

• Identify and document non com-
pliances  

• Identify lesson learned that could 
improve processes for future 
products 

• Presentation of the SQA issues to 
the top management 

 
SQA  
Professional 
Body  
(SQA -PB) 

• Implement SQA metrics defined 
• Implement and Perform SQA 

tests 
• Produce Test Reports 
• Implement design Specifications 

  
SQA Valida-
tion and Veri-
fication Body 
(SQA-VVB) 

 
• Perform Internal SQA audits 
• Perform External SQA audits 

 
 

 

The Product Quality Model focuses on the quality of the 
ACADA package, which can be evaluated by measuring 
the quantities related to the internal and external metrics. 
The internal metrics refer to static analysis, which aims to 
measure the internal quality properties of the product. The 
quality of the software behaviour while in execution is 
quantified by the external metrics. Appropriate internal 
properties of the software are a prerequisite for achieving 
the required external behaviour. Appropriate external be-
haviour is a pre-requisite for achieving quality in use. For 
this reason, the Product Quality activity must be coherently 
applied at each stage of the SDLC, as shown later in the 
paper. 

Product Quality Model and Metrics 
The attributes which define the ACADA Product Quality 

Model are: 
• Functional Suitability 
• Performance Efficiency 
• Compatibility 
• Usability 
• Reliability 
• Security  
• Maintainability 
• Portability 

 
Based on these quality attributes and the related sub-

characteristics (as reported in [5]) the measurables quanti-
ties (metrics) have been defined in the ACADA SQAP. For 
each metric, the information for the correct implementa-
tion, testing, and stage of applicability in the development 
process have been provided.  

As an example below is shown one of the internal met-
rics defined for the Installability, a sub-characteristic of the 
Portability attribute. 
 

• Metric Name: Installation Effort 
• Purpose: Measure the level of effort required for in-

stallation. 
• SDLC Stage: Integration & Verification 
• ISO/IEC 12207 Reference: Verification 
• Users of Metrics: Tester, SQA Internal Executor 
• Method of Application:  SQA Internal Executor counts 

the number of implemented installation automated 
steps, performed by the tester, and compare it to the 
number of prescribed installation steps. 

• Formula:  X = A/B 
•   A = Number of automated installation steps con-

firmed in review 
• B = Number of installation steps required 
• Interpretation:  0≤X≤ 1 (closer to 1 the easier)    
 
The outcome of the metrics is evaluated by a comparison 

of performance data (X) with the related indicators. The 
indicators are quantitative reference values defined based 
on: 

• Defined software quality standards 
• Quality targets 
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• Average quality levels achieved by other teams apply-
ing the same development tools in similar develop-
ment environments 

• Average quality achievements of the organization 
• Best Practices from the Industry practices for meeting 

quality requirements 
 

Quality in Use Model and Metrics 
The Quality in Use Model focuses on the whole ACADA 

system and it is applied when the product is in the use 
phase. The attributes which define the ACADA Product 
Quality model, as reported in [4] are: 

• Effectiveness 
• Efficiency 
• Satisfaction 
• Freedom from risk 

 
The quality in use measures are related to the impact of 

the system on stakeholders. They measure intrinsic proper-
ties of the ACADA system, which can include software, 
hardware, communications, and users. 

 

PROCESS ASSURANCE 
A good project organization with realistic planning and 

schedule and good documentation of the intermediate work 
steps is fundamental to guarantee a good quality of a prod-
uct. Our SQA activities take care also of the quality of the 
process defined for the realization of ACADA. The follow-
ing process assessments [6] are conducted, based on the 
development activity schedule, as shown in the next sec-
tion: 

• Supervision of the SQA activities 
• Supervision of periodic reports to assess the achieve-

ment of quality objectives 
• Review of progress of the SQA activity 
• Final approval of the quality of software products  

 

Process Metrics 
The measurable quantities related to the software devel-

opment process belong to three main categories. For each 
category, proper metrics have been defined. These metrics 
aim to monitor simultaneously the quality of the on-going 
process, departures from the planned schedule and the er-
ror removal trend [6]: 

• Software process quality metrics measure the quality 
of the ACADA developing process based on the errors 
detected per volume of software. 

• Software process Timetable metrics measure the trend 
of the objectives of the project reached based on the 
ACADA schedule. 

• Error removal effectiveness metrics measure the effec-
tiveness of error removal after a period of regular op-
eration of the system (usually 6-12 months). 

QUALITY ASSURANCE LIFE CYCLE  
This section describes how the process and product SQA 

tasks are performed coherently with the different stages of 
the ACADA SDLC. 

As suggested by the adopted ISO standard [5], an 
ACADA Software Quality Life Cycle (SQLC) model has 
been defined. The SQLC is strictly related to the develop-
ment process as follows: 

• The product under development phase is the subject of 
internal measures of the software quality (internal met-
rics of the Product Quality Model). 

• The product testing phase is the subject of the external 
measures of software quality (external metrics of the 
Product Quality Model). 

• The product in use is the subject of the quality in use 
(metrics of the Quality in Use Model). 

The different stages of ACADA SQLC and the relation-
ship with the SLDC phases are presented in Figure 1. 

Each phase of the SQLC must provide the verification 
and validation of a specific set of quality requirements. The 
requirements are related to the software aspects (software 
product quality requirements) to the software and the hard-
ware (system product quality requirements) or the usage of 
the overall product (system quality in use requirements). 

The association between the different SQA tasks, the ac-
tors involved and the different stages of the SQLC is sum-
marized in Table 2 and described below. 
 

Quality Assurance Objective Specifications The first 
step of the SQLC is part of the Requirement Analysis stage 
of the SDLC, which defines the set of requirements based 
on which the system will be designed, implemented, inte-
grated and verified. As shown in Table 2 this phase must 
define the quality assurance activities, schedule, and 
budget. The quality attributes of the systems, which specify 
the criteria for a qualitative description of how the system 
must operate and perform a given function, must be de-
fined here. At the end of this stage, the Quality Assurance 
Plan (defined by the SQA Management Body and approved 
by the SQA Top-Management Body) and the Qualification 
test specifications (defined and approved by SQA Manage-
ment Body) must be produced. 
 

Architecture Peer Review This stage aims to assess the 
quality of the architecture defining the system structure. 
This is performed through the organization of internal and 
external peer reviews involving SQA Validation and Veri-
fication Body. At the end of this stage, an ACADA archi-
tecture quality report must be provided. 
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Figure 1: Software Quality Life Cycle (blue boxes) and Software Development Life Cycle (orange boxes) stages defined 
for ACADA, based on ISO/IEC 25010:2011 and their relationship. At each stage, a specific SQ activity must be per-
formed. As a result, the verification and validation of software product quality requirements (stage 2, stage 3 and stage 
4), system product quality requirements (Stage 5) and system quality in use requirements (step 6) must be performed. 

 
 

Internal Metrics Evaluation - Design Review The 
quality of the detailed design of the ACADA components 
is evaluated based on internal metrics defined in the Prod-
uct Quality Model. The method of application is the design 
review peers. The actors involved are the SQA Professional 
Body, as the producer of the technical materials, and the 
SQA Validation and Verification Body for internal audits. 
At the end of this stage, design quality reports should be 
produced.  
 

Internal Metrics Evaluation – Testing The quality 
attributes of the ACADA implementation are estimated by 
applying the internal quality metrics which provide the ex-
ecution of quality tests. The tests are performed by a mem-
ber of the SQA Professional Body (developer), under the 
supervision of the SQA Internal Executor, as part of the 
SQA Validation and Verification Body.  At this stage also 
the software process quality metrics regarding the code er-
ror density and severity are evaluated, with the help of au-
tomatic tools such as Jenkins [7] and SonarQube [8]. The 
results (internal quality test reports) are evaluated via ded-
icated audits involving different members of the SQA Val-
idation and Verification Body. At the end of this stage, the 

compliance with the software product quality requirements 
is assessed. 

 
External Metrics Evaluation – Testing The external 

metrics evaluation of the SQLC is applied during the Veri-
fication stage of the SDLC, after the conclusion of the in-
tegration phase. The external metrics can verify the System 
Product Quality Requirements of the current iteration pro-
cess.  The QA personnel involved are the SQA Internal Ex-
ecutor and Tester, belonging respectively to the SQA-VVB 
and the SQA-PB. The outcome of the test must generate a 
system quality test report.  As for the internal metrics exe-
cution even in this case the results are evaluated and ap-
proved by a dedicated audit.  

 
Quality in Use Evaluation The final stage of the SQLC 

provides the validation of the quality in use requirements 
and must be applied after the deployment stage of the 
SDLC. In this case, the QA Validation and Verification 
Body can involve the presence of external stakeholders ei-
ther for the testing than for the audit phases. A Quality in 
Use test report must be provided. 
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The SQLC activity described here applies for each iter-
ation of the SDLC. The fulfilment of the quality require-
ments in each stage of the process represents a pre-condi-
tion to proceed to the next phase of the SDLC.  

 

  Table 2: ACADA Software Quality Life Cycle  

SQLC QA Body Activities 

Stage 1 SQA TMB 
 

 
 

 
SQA MB 

Approval of SQA activities 
program and budget  
Ensure availability of re-
sources for ACADA SQA ac-
tivity  
Preparation of SQA program 
and budget 
Determine the adequacy of the 
manpower and resources for 
SQ activities 
 

Stage 2 SQA-VVB 
 

 

Internal SQA audits 
External SQA audits 
 
 

Stage 3 SQA-PB 
 

SQA-VVB 

Implement Design Specifica-
tions (developers) 
Internal SQA audits 

 
Stage 4 SQA-PB 

 
 
SQA-VVB 

Implement and test internal 
SQA product and process 
quality metrics (developers) 
Supervise tests (SQA Internal 
Executor) 
Internal SQA audits 
 

Stage 5 SQA-PB 
 
SQA-VVB 

Implement and test external 
SQA metrics (Developers) 
Supervise Tests (Internal SQA 
Executor) 
Internal SQA audits 
 

Stage 6 SQA-VVB Perform Test and Produce test 
Reports 
External SQA audits 
 

 
 
 

As part of the process assessment, the ACADA SQA 
Management Body should interface with the SQA-VVB to 
evaluate the results of the on-going activities and provide 
dedicated reports to assess the achievement of the target 
quality level. Identified non-compliances must be properly 
documented and appropriate solutions should be defined. 
In case of serious inconsistencies, the SQA – MB must re-
port the SQA issues to the top management. 

At the end of each iteration of the SDLC, the new soft-
ware version is deployed and validated, ready to be used. 
At this point the process timetable metrics must be deter-
mined and evaluated based on the ACADA schedule, per-
forming audits organized by the SQA MB.  After six 
months of usage of the new software version, the error re-
moval effectiveness metrics should be applied by the 
ACADA team and evaluated by the SQA MB. 

CONCLUSION 
The SQA activities described in this paper illustrate how 

the quality aspects of the ACADA software package have 
been considered for both the product and development pro-
cess aspects. The product assessment guarantees the qual-
ity of the product from a technical and functional point of 
view. On the other hand, the assessment of a good process, 
including intermediate work products and documents, is as 
important as the product itself and becomes the main crite-
rion for a reliable product. The SQLC approach adopted, 
applied coherently with the different stages of the SDLC, 
is an efficient mechanism for evaluating the status of com-
pliance with the product, system, and usage quality re-
quirements. This approach provides also a good method for 
the discovery of problems in the early stages of the devel-
opment process. In this way, an efficient and cost-saving 
development and maintenance of consistently high-quality 
ACADA product can be guaranteed. 

ACKNOWLEDGEMENTS 
We gratefully acknowledge financial support from the 

agencies and organizations listed here:  
https://www.cta-observatory.org/consortium_acknowledg-
ments/ 
   

REFERENCES 
[1] I. Oya et al., “The Array Control and Data Acquisition Sys-

tem of the Cherenkov Telescope Array”, presented at the 
17th Int. Conf. on Accelerator and Large Experimental Con-
trol Systems (ICALEPCS'19), New York, NY, USA, Oct. 
2019, paper WEMPR005, this conference.  

[2] S. Pande et al , “Software Quality Assurance activities of 
ITER CODAC”, in Proc. SOFT-27, Liege, Belgium, Sept. 
2012, pp. 24-28. 

[3] ISO/IEC 12207:2017,” Systems and Software engineering – 
Software life cycle processes”.  

[4] T. Murach et al., “Software testing for the CTA observation 
execution system”, in Proc. SPIE 10707, Software and 
Cyberinfrastructure for Astronomy V, 2018, paper 107070D. 

[5] ISO/IEC 25010:2011, “Systems and Software engineering -
Systems and Software Quality Requirements and Evaluation-
System and Software quality models”. 

[6] D. Galin, Software Quality Assurance. Harlow, Essex, Eng-
land: Pearson, 2004. 

[7] Jenkins, https://jenkins.io 

[8] Sonarqube, https://www.sonarqube.org 

 

.

17th Int. Conf. on Acc. and Large Exp. Physics Control Systems ICALEPCS2019, New York, NY, USA JACoW Publishing
ISBN: 978-3-95450-209-7 ISSN: 2226-0358 doi:10.18429/JACoW-ICALEPCS2019-MOMPL001

Systems Engineering, Collaborations, Project Management
MOMPL001

125

Co
nt

en
tf

ro
m

th
is

w
or

k
m

ay
be

us
ed

un
de

rt
he

te
rm

so
ft

he
CC

BY
3.

0
lic

en
ce

(©
20

19
).

A
ny

di
str

ib
ut

io
n

of
th

is
w

or
k

m
us

tm
ai

nt
ai

n
at

tri
bu

tio
n

to
th

e
au

th
or

(s
),

tit
le

of
th

e
w

or
k,

pu
bl

ish
er

,a
nd

D
O

I.


